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ABSTRACT

In this paper we survey the state of art of the use of
hyperelliptic curves in Cryptology. We recall the deÞn-
ition of public-key cryptosystems based on the discrete
logarithm problem and, specially, the particular case
for which the base group of the cryptosystem is the
Jacobian variety of a hyperelliptic curve. Moreover, we
present some of the open problems related to these kind
of cryptosystems and some of the recent result about
them. In particular, those related to the number of hy-
perelliptic curves over a Þnite Þeld.
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1. INTRODUCTION

As is known, the general discrete logarithm problem is
deÞned as follows: Given a Þnite cyclic group G of order
n, a generator α of G, and an element β ∈ G, Þnd the
integer x, 0 ≤ x ≤ n− 1, such that β = αx. The impor-
tance of the discrete logarithm problem to Cryptogra-
phy commenced with the invention of public-key cryp-
tography by Diffie & Hellman in 1976 (see [7]). These
authors constructed a key agreement mechanism using
the multiplicative group of a prime order Þnite Þeld Zp.
A large prime p and generator α of Z∗p are selected as
the system parameters; these quantities are of public
knowledge. The security of these schemes relies upon
the difficulty of the discrete logarithm problem in the
group Z∗p. The best algorithm known for this problem is
the number Þeld sieve (see [22]) which has the following
subexponential expected running time:
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This security is on the basis for several impor-
tant public-key cryptosystems, including the ElGamal
public-key encryption, digital signature schemes ([8]),
and the adopted U.S. Digital Signature Standard (DSS)
by the National Institute of Standards and Technol-
ogy ([21]). To prevent the attacks against the schemes
above mentioned, the prime p should be chosen to be
sufficiently large. As of 2001, a prime p of bitlength
1024 is recommended for medium-term security. For
long-term security, larger moduli should be used. As
a consequence of this, the implementation of discrete
logarithm cryptosystems using the group Z∗p is infeasi-
ble or impractical in some constrained computational
environments; for example, smart cards and hand-held
wireless devices such as cellular telephones and pagers
([4]).
Moreover, over the years, several groups over Þnite Þelds
have been proposed for use in discrete log cryptosys-
tems. The most important of these are:

1. The multiplicative group of a Þnite Þeld of char-
acteristic 2.

2. A proper subgroup of the multiplicative group of
a Þnite Þeld (cf. [23]).

3. The group of units of Zn, n being a composite
integer (cf. [19]).

4. The group of points on an elliptic curve deÞned
over a Þnite Þeld (cf. [14, 20]).

5. The Jacobian of a hyperelliptic curve deÞned over
a Þnite Þeld (cf. [15]).

6. The class group of an imaginary quadratic number
Þeld (cf. [5]).

1Supported by CICYT (Spain) under grant TEL-1020.



There mainly are two reasons for considering alternative
groups to the original proposed. First, in some groups
the operation may be easier to implement in software or
in hardware than the operation in other groups. Second,
the discrete logarithm problem in some of such groups
may be harder than the discrete logarithm problem in
Z∗p. Consequently, one could use a smaller group G than
Z∗p while maintaining the same level of security. This
potentially results in smaller key sizes, bandwidth sav-
ings, and faster implementations.
The group E (Fq) of Fq-rational points on an elliptic
curve E deÞned over a Þnite Þeld of q elements Fq, is
the most attractive of these groups for cryptographic
use. The group law (addition of points) can be per-
formed using a few arithmetic operations in the under-
lying Þeld Fq. By Hasse�s Theorem, the order of the
group is roughly equal to q. If the largest prime factor
of this order is n, then the best algorithm known for
the discrete logarithm problem in E (Fq) takes O (

√
n)

steps; i.e., the algorithm takes fully exponential time.
As a result, one can use an elliptic curve over a Þnite
Þeld Fq, where q ≈ 2160, and achieve the same level of
security as when a group Z∗p is used with p ≈ 21024.
More generally, one can use the Jacobian of any alge-
braic curve C. The Jacobian is deÞned as follows (see
[16]). A divisor on a curve C deÞned over Fq, is a Þ-
nite formal sum of F-points, D =

P
miPi, where F

is the algebraic closure of Fq. The degree of a divi-
sor is the sum of the coefficients,

P
mi. A polynomial

G(x, y) ∈ F[x, y] can be considered as a function on C,
and this fact permits one to deÞne a divisor of degree
zero taking (G(x, y)) = (

P
miPi) − (∗)O, where mi is

the order of vanishing of G(x, y) at the point Pi, and O
is the inÞnity point of C. A divisor of a rational func-
tion G(x, y)/H(x, y) is called a principal divisor. Then,
the Jacobian of a algebraic curve C, JC (K), where K is
a Þeld containing Fq, is the quotient group of the group
of divisor of degree zero deÞned over K, by the subgroup
of principal divisor. It is know that Jacobian elements
can be represented by a pair of polynomials over Fq, of
degree at most the genus of the curve C. These ele-
ments are called reduced divisors. Moreover there exists
an efficient algorithm to add two divisor classes ([6]).
When using arbitrary curves two difficulties arise:

� How to select a canonical representation from each
divisor class?

� Given the canonical representations of two divi-
sor classes, how to compute efficiently the canon-
ical representation of the sum of the two divisor
classes?

These difficulties can be suitably addressed when the
curve used is a hyperelliptic curve deÞned over a Þnite
Þeld.

If C is a hyperelliptic curve of genus g deÞned over Fq,
then the order of J (Fq), the Jacobian of C deÞned over
Fq, is roughly qg. Note that if g = 1, then a hyperel-
liptic curve is an elliptic curve and, in this particular
case, the Jacobian of the elliptic curve is isomorphic to
the curve. When g is large, there is a subexponential
algorithm due to Adleman, DeMarrais and Huang ([1])
for the discrete logarithm problem in J (Fq). More-
over, Gaudry presented in [11] an index-calculus algo-
rithm which is faster than the Pollard�s rho method if
the genus of the hyperelliptic curve is greater small and
greater or equal to 5.
If g is small (e.g., g = 2), and n is the largest prime divi-
sor of #J (Fq), the best algorithm known takes O (√n)
steps, i.e., the algorithm takes fully exponential time.
Consequently, one can use a hyperelliptic curve of genus
2 over a Þnite Þeld Fq, where q ≈ 280, and achieve the
same level of security as when an elliptic curve group is
used, where q ≈ 2160. A potential disadvantage of using
curves of genus 2 instead of elliptic curves is that the
group operation in the former may be computationally
more expensive, even though the underlying Þnite Þeld
is much smaller.
There are several cryptographical questions that need to
be answered about genus-2 hyperelliptic curves. Some
of these questions are the following:

1. To investigate different canonical forms for a hy-
perelliptic curve and for representing the elements
of its Jacobian.

2. To classify the isomorphism classes of genus-2 hy-
perelliptic curves.

3. To give a �simple� canonical representation for
each isomorphism class.

4. To classify the hyperelliptic curves for which the
reduction of the discrete logarithm problem in its
Jacobian can be efficiently reduced to the discrete
logarithm problem in some small extension of the
underlying Þnite Þeld (see [10]).

We should also mention that hyperelliptic curves have
found applications in other areas as the following: pri-
mality proving ([2]), integer factorization ([17]), and
error-correcting codes ([3]).
In this paper we survey some recent results about the
number of hyperelliptic curves of genus 2 over a Þnite
Þeld of q elements Fq with char(Fq) 6= 2, 5, and how to
distinguish hyperelliptic curves deÞned over Þnite Þelds
of characteristic 2.

2. HYPERELLIPTIC CURVES AND
REDUCED EQUATIONS

In this section we will study the Weierstrass equation
deÞning a hyperelliptic curve of genus 2 and several



properties of this kind of curves. These curves will
be deÞned over a Þnite Þeld of q elements, F with
char(F) 6= 2, 5.
Definition and equations
As is well known (e.g., see [16]), a hyperelliptic curve
C of genus g over a Þnite Þeld F is a projective non-
singular irreducible curve of genus g deÞned over F for
which there exists a map C → P1 of degree two, where
P1 is the 1-dimensional projective space over F. Every
hyperelliptic curve C of genus g (g ≥ 1) deÞned over F
can be given by a Weierstrass equation

H : v2 + h (u) v = f (u) , (1)

where h (u) ∈ F[u] is a polynomial of degree at most g,
and f (u) ∈ F[u] is a monic polynomial of degree 2g+1.
In the particular case for which g = 2, we have

h (u) = a1u
2 + a3u+ a5,

f (u) = u5 + a2u
4 + a4u

3 + a6u
2 + a8u+ a10, (2)

with all ai ∈ F. It is easily checked that C has a unique
point O at inÞnity; precisely, O = [0 : 0 : 1] in the homo-
geneous coordinates u = x1/x0, v = x2/x0. Moreover,
O is the only singular point of the curve, and the curve
is tangent to the inÞnity line x0 = 0 at this point. If
K is an extension Þeld of F, the set of K-rational points
on C, C(K), is the set of all points P = (x, y) ∈ K×K
that satisfy the Eq. (1) of the curve C.
Examples
Now, we can see a pair of examples of hyperelliptic
curves. If we consider the hyperelliptic curve, C, of
genus 2 given by the equation

H : v2 + uv = u5 + 5u4 + 6u2 + u+ 3

over the Þnite Þeld F7, this curve only has a singular
point at the inÞnity and its F7-rational points, C(F7),
are

{(1, 1), (1, 5), (2, 2), (2, 3), (5, 3), (5, 6), (6, 4)} .
A different example could be the hyperelliptic curve of
genus 2 deÞned, over F25 = F2[x]/(x

5 + x2 + 1), by the
equation

H : v2 + (u2 + u)v = u5 + u3 + 1.

If α is a primitive root of x5 + x2 + 1 in F25 , then the
Þnite points in C(F25), that is, the set of F25 -rational
points on C is©

(0, 1), (1, 1), (α5,α15), (α5,α27), (α7,α4),

(α7,α25), (α9,α27), (α9,α30), (α10,α23), (α10,α30),

(α14,α28), (α14,α19), (α15, 0), (α15,α8), (α18,α23),

(α18,α29), (α19,α2), (α19,α28), (α20,α15),

(α20,α29), (α23, 0), (α23,α4), (α25,α), (α25,α14),

(α27, 0), (α27,α2), (α28,α7), (α28,α16), (α29, 0),

(α29,α), (α30, 0), (α30,α16)
ª
.

Reduced equations for hyperelliptic curves

Two hyperelliptic curves of genus g are said to be iso-
morphic over F if they are isomorphic as projective va-
rieties over F. Brießy, two projective varieties V1, V2

over F are isomorphic over F if there exist morphisms
φ : V1 −→ V2, ψ : V2 −→ V1 (φ , ψ deÞned over F),
such that ψ ◦ φ, φ ◦ ψ are the identity maps on V1, V2

respectively (cf. [25]). If C1, C2 are isomorphic over
F, then their F-Jacobians JC1(F) and JC2(F) are also
isomorphic (as abelian groups) ([26]). Thus, a classiÞca-
tion of the isomorphism classes of genus-2 hyperelliptic
curves over F is relevant to hyperelliptic curve cryptol-
ogy because it is the F-Jacobians of these curves that are
used as Þnite groups in discrete logarithm cryptographic
schemes. Note, however, that if C1, C2 are such that
JC1(F) and JC2(F) are isomorphic (as abelian groups),
then this does not imply that C1 and C2 are isomorphic
(as projective varieties) over F.
Then, Eq (1) deÞning a hyperelliptic curve C of genus
2 is unique up to a change of coordinates of the form
(see [18, Proposition 1.2])

(u, v) 7→ ¡
α2u+ β,α5v + α4γu2 + α2δu+ ²

¢
(3)

where α ∈ F∗, and β, γ, δ, ² ∈ F. By carrying out the
change of coordinates (3) in (1) and (2), and computing
the values for the new coefficients ai, corresponding to
the formulas (2), we obtain

αa1 = a1 + 2γ

α3a3 = a3 + 2βa1 + 2δ

α5a5 = a5 + βa3 + β
2a1 + 2²

α2a2 = a2 − γa1 − γ2 + 5β

α4a4 = a4 − γa3 + 4βa2 − (δ + 2βγ)a1 − 2γδ
+ 10β2

α6a6 = a6 − γa5 + 3βa4 − (δ + βγ)a3 + 6β
2a2

− (²+ 2βδ + β2γ)a1 − δ2 − 2γ²+ 10β3

α8a8 = a8 + 2βa6 − δa5 + 3β
2a4 − (²+ βδ)a3

+ 4β3a2 − (β2δ + 2β²)a1 − 2δ²+ 5β4

α10a10 = a10 + βa8 + β
2a6 − ²a5 + β

3a4 − β²a3

+ β4a2 − β2²a1 − ²2 + β5 (4)

It can be proved the following

Proposition 1 Every hyperelliptic curve of genus 2
can be represented by a reduced equation of the form

v2 = u5 + a4u
3 + a6u

2 + a8u+ a10. (5)



If C/F, C/F are two genus-2 non-singular hyperelliptic
curves given by the equations

H : v2 = u5 + a4u
3 + a6u

2 + a8u+ a10,

H : v2 = u5 + a4u
3 + a6u

2 + a8u+ a10,

then the only changes of coordinates transforming H to
H are those of the form

(u, v) 7→ (α2u,α5v), α ∈ F∗, (6)

such that,

α4a4 = a4

α6a6 = a6

α8a8 = a8

α10a10 = a10. (7)

The moduli space Mg over F is an irreducible quasi-
projective variety over F whose elements are in 1-1 cor-
respondence with the isomorphism classes of curves of
genus g over F. It is known ([12]) that the dimension of
Mg over F is 1 if g = 1 and 3g− 3 for g ≥ 2. Moreover,
the isomorphism classes of hyperelliptic curves over F
correspond to an irreducible subvariety Hg of Mg of
dimension 2g − 1. These results suggest that if F is
a Þnite Þled of order q, then one expects there to be
Θ(q3g−3) isomorphism classes of genus g curves over F,
and Θ(q2g−1) isomorphism classes of genus g hyperel-
liptic curves over F. This has been conÞrmed for the
elliptic curve case:

Theorem 2 ([24]) Let
¡
a
b

¢
denotes the usual Jacobi

symbol. We also define

³a
2

´
=

 1 if a ≡ ±1(mod 8)
0 if a ≡ 0(mod 2)

−1 if a ≡ ±3(mod 8).
The number of isomorphism classes of elliptic curves

over F is 2q + 3 +
³
−4
q

´
+ 2

³
−3
q

´
.

One would expect then that the number of isomorphism
classes of hyperelliptic curve of genus 2 over F is approx-
imately q3.

3. THE NUMBER OF HYPERELLIPTIC
CURVES IN CHARACTERISTIC NEITHER

2 NOR 5

The discriminant of a polynomial f ∈ F[x] is denoted
by D(f), i.e., D(f) = Resultant(f, f 0), where f 0 is the
derivative of f . It is know ([18, Theorem 1.7]) that a
hyperelliptic curve C deÞned by an Weierstrass equa-
tion like Eq. (1) has not singular affine points, which is
equivalent to the condition D(4f+h2) 6= 0. In our case,

if the hyperelliptic curve is of genus 2 and it is given by
a reduced equation likes Eq. (5), we have D(4f) 6= 0.
On the other hand, before to present the main result
about the number of isomorphism classes of hyperel-
liptic curves of genus 2, we must to mention that we
have proved a previous result about the number of ze-
ros of the discriminant of a polynomial ([13]). If we
consider the polynomial g(x) = x5 + ax3+ bx2+ cx+ d
and we denote the discriminant of this polynomial by
∆ = D(g) ∈ F[x], then

∆ = 108a5d2 − 72a4bcd+ 16a4c3 + 16a3b3d

− 4a3b2c2 − 900a3cd2 + 825a2b2d2

+ 560a2bc2d− 128a2c4 − 630adcb3

+ 144ab2c3 + 108b5d− 27b4c2

− 3750abd3 + 2000ac2d2 + 2250b2cd2

− 1600bc3d+ 256c5 + 3125d4.

Moreover, if V (∆) = {t ∈ F : ∆(t) = 0} is the algebraic
subset deÞned by ∆ in the affine n-dimensional spave
over F, then it is veriÞed

Proposition 3 With the above assumptions and nota-
tion, |V (∆)| = q3.

We have used the previous result to stablish the follow-
ing

Theorem 4 The number of isomorphism classes of hy-
perelliptic curves of genus 2 over a finite field F of q
elements, with char(F) 6= 2, 5 is N = 2q3 + r(q), where

r(q) q ≡ 1(mod 5) q 6≡ 1(mod 5)
q ≡ 1(mod 8) 14 6
q 6≡ 1(mod 8)
q ≡ 1(mod 4) 10 2

q 6≡ 1(mod 4) 8 0

It is an open problem to determine the number of iso-
morphism classes of hyperelliptic curves of genus 2 over
a Þnite Þeld F for any characteristic.
Examples
We will present several examples of the number of iso-
morphism classes of hyperelliptic curves of genus 2 over
a Þnite Þeld F of q elements, for some values of q. In
this way, we will appreciate the importance of knowing
the previous result.
For example, if we consider the following prime values
of q = p,

q = p q ≡ 1(mod 5) q 6≡ 1(mod 5)
q ≡ 1(mod 8) 41 17
q 6≡ 1(mod 8)
q ≡ 1(mod 4) 101 13

q 6≡ 1(mod 4) 31 23



we obtain the number of isomorphism classes:

N = 2q3 + r(q) q ≡ 1(mod 5) q 6≡ 1(mod 5)
q ≡ 1(mod 8) 137856 9830
q 6≡ 1(mod 8)
q ≡ 1(mod 4) 2060612 4396

q 6≡ 1(mod 4) 59590 24334

Moreover, if the value for q = pα is the power of a prime
number, as in the table

q = pα q ≡ 1(mod 5) q 6≡ 1(mod 5)
q ≡ 1(mod 8) 34 = 81 72 = 49
q 6≡ 1(mod 8)
q ≡ 1(mod 4) 613 = 226981 133 = 2197

q 6≡ 1(mod 4) 113 = 1331 37 = 2187

we have the following values for the number of isomor-
phism classes:

N = 2q3 + r(q) q ≡ 1(mod 5) q 6≡ 1(mod 5)
q ≡ 1(mod 8) 1062896 235308
q 6≡ 1(mod 8)
q ≡ 1(mod 4) 23388292185668292 21208998748

q 6≡ 1(mod 4) 4715895390 20920706406

4. ALGORITHMIC CHARACTERIZATION
OF HYPERELLIPTIC CURVES IN

CHARACTERISTIC 2

Working with hyperelliptic Þelds instead of hyperelliptic
curves, there are several interesting results about these
kind of curves. If the Þnite Þeld is of characteristic 2,
i.e., of the form F2m ,m > 0, a recent result by Enge
([9]) shows that it is possible to provide a complete al-
gorithmic characterization of hyperelliptic curves over
these Þelds.
First of all,we present some deÞnitions. A hyperelliptic
function field F is an extension of degree 2 and genus g
of a function Þeld F0 of genus zero. Let K be a perfect
Þeld. If we consider that a hyperelliptic curve over K
is a plane, smooth, absolutely irreducible affine curve
C ∈ K[x, y], whose function Þeld K(C) is a hyperellip-
tic extension of K(x), the genus of C is that of K(C).
By a prime divisor we understand a discrete valuation
of K(C) or K(x), and the infinite prime divisor K(x)
is given by the negative degree valuation. Finally, an
absolutely irreducible curve, which is quadratic in y, is
called real, imaginary or unusual curve, respectively, de-
pending on whether the inÞnite prime divisor of K(x) is
split, ramiÞed or inert in K(C), respectively. The main
result is the following

Theorem 5 ([9]) Given a quadratic polynomial in y,
H ∈ F2m [x, y], there exist an algorithm which decides
whether the curve C, defined by H, is non-singular and
absolutely irreducible. If so, it determines the genus of
C and decides whether C is a real, imaginary or unusual
hyperelliptic curve.

5. CONCLUSIONS

In this paper, we have presented some properties of hy-
perelliptic curves in relation to its applications to cryp-
tology. In this way, we have show that the number of ze-
ros of the discriminant of a hyperelliptic curve of genus 2
over a Þnite Þeld, F, of q elements, and char(F) 6= 2, 5, is
q3. This result have permit us to prove that the number
of isomorphism classes of this kind of curves is around
q3. Hence, it is veriÞed the hypotesis that if F is a Þnite
Þled of order q, then there are Θ(q2g−1) isomorphism
classes of genus g = 2 hyperelliptic curves over F.
Moreover, we have mentioned that there exists a
complete algorithmic characterization of hyperelliptic
curves over perfect Þelds of characteristic 2.

Nevertheless, there still are several open problems about
hyperelliptic curves and cryptology. In the Introduc-
tion of this paper we have pointed out some of these
problems, and one of them remains: to determine the
number of isomorphism classes of hyperelliptic curves
of genus 2 over Þnite Þelds, for any characteristic.
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