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1
Introduction and Motivation

In this Master Thesis we study the dynamics of semiconductor lasers subjected to de-
layed optical feedback, in particular, polarization rotated optical feedback (PROF).
Optical feedback occurs when a fraction of the laser output is reinjected back into
the laser cavity, normally due to the re�ection of the light from a distant mirror. It
has been observed that when a semiconductor laser is subjected to delayed optical
feedback, the laser emission can be disturbed, exhibiting nonlinear dynamical be-
havior. These dynamics were contemplated as a nuisance that should be avoided,
until it recently began to be considered as bene�cial, taking advantage of the dynam-
ical operation [1]. Nevertheless, a complete understanding of the delay dynamics is
lacking. Many studies have been presented with lasers and optical feedback [2,3,4],
but less attention has been given to feedback in which the polarization state of light
is rotated. It was not until the early 1990s when thorough research and charac-
terization of the dynamics of semiconductor lasers with PROF began [5]. Interest
in this type of feedback has been increasing since then, prompting the emergence
of new experimental work together with di�erent mathematical models. Still, the
studies so far have been inconclusive, as explained in Chapter 2, requiring a better
description of the spectral and temporal features present in this system. This lack
of experimental investigations with a complete characterization of the dynamical
behavior motivated part of this thesis.

In addition, we believe that this characterization of the dynamics of semicon-
ductor lasers under PROF, interesting in itself, was also necessary to understand the
potential and increase the applicability of the system. In fact, the dynamical prop-
erties of the semiconductor laser subjected to PROF are signi�cantly di�erent from
the dynamics of other optical feedback types, being specially favorable for chaotic
applications. Within chaotic applications, one of current interest is the generation
of sequences of random bits. Random bits play an important role in information se-
curity, complex numerical simulations, cryptography and gambling. Until recently,
most of these demands were using the so called "pseudorandom generators" which
are only deterministic algorithms utilized to generate the pseurandom bits. These
pseudorandom generators have two fundamental problems. On the one hand, the
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4 Chapter 1.

data generation speed is always limited by the speed of the electronic hardware.
On the other hand, due to its deterministic nature, the unpredictability is bounded
by the periodicity of the bit sequence. Consequently, the development of a system
capable of generating true random bits was necessary. Many random bits generators
have been presented up to today. Some are based on quantum mechanical uncer-
tainty, being known as Quantum Random Bit Generators (QRBG) [6, 7] but their
main disadvantage lies in the generation rate, which for the moment is in the order
of Mbit/s while the modern data rates demand speeds three orders of magnitude
faster. Other systems are laser-based, which generate random bits with di�erent
methods like using phase noise of the laser [9] or injecting light from a chaotic laser
into a second laser [10]. The former has the same problem as the QRBGs, gener-
ating random bits at speeds up to 20Mbit/s. The latter, capable of generating bits
at competitive rates, requires a system which enhances the bandwidth and where
the polarization state is maintained along the entire setup, thus making it more
expensive. To the best of our knowledge, this is the �rst work in which a single laser
subjected to PROF is succesfully used to generate fast random bits.

For a better understanding of subsequent chapters, this introduction includes
a brief summary of the main element on which this work is based, the semiconductor
laser. We describe its operation and present the two types of semiconductor lasers
most commonly used today, the so-called Edge-Emitting lasers (EELs) and Vertical
Surface Emitting Lasers (VCSELs). We also report some di�erences between EELs
and VCSELs in terms of emission and polarization properties. Finally, we end the
introduction with an outline of this Ms Thesis.

1.1 Semiconductor lasers

Semiconductor lasers (SL) have turned into essential devices in just 40 years, not
only in research, but also in our everyday lifes. Much of this is due to the enormous
changes that lasers have undergone since their invention back in 1962 [11]. Today, a
SL is much reduced in size, with low production cost and it is capable of converting
current to coherent light in a highly e�cient manner. Therefore, we can �nd SL in
many applications which include, apart from telecommunications, holography, print-
ing, welding, reading and recording discs, optical pumping of other lasers, material
processing, medical, inter alia.

The word LASER is an acronym for Light Ampli�cation by Stimulated Emis-
sion of Radiation, which describes how laser light is produced. Unlike the spon-
taneous emission process, where an electron in the conduction band relaxes to the
valence band emitting a photon, the stimulated emission needs the presence of a pho-
ton in the medium, which causes the transition of an electron from the conduction
band to the valence band with the subsequent emission of a new photon with the
same propagation direction, wavelength and phase (coherent emission). Although
there are many types of lasers today, all have certain elements in common which are
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needed to achieve laser emission: a gain medium, a resonant cavity and a pumping
system. These three elements are represented in Figure 1.1.

External pumping

Gain medium

Resonant cavity

Mirror Mirror

Light

Figure 1.1: Illustration the laser cavity with its main elements.

In semiconductor lasers, the gain is achieved within a semiconductor p-n juc-
tion, into which an electric current is injected to achieve population inversion of
electrons. A cavity, formed by a pair of mirrors, provides the selective feedback
mechanism for the photons while traveling through the medium. In the process, a
cascade e�ect takes place, stimulating the coherent emission of more photons. In
the abscence of futher frequency selection mechanisms the emission frequency is
governed by the longitudinal cavity mode whose frequency closely coincides with
the gain peak frequency.

The device starts lasing only when the pump current exceeds the threshold
value at which the gain compensates for all losses. These losses comprise mainly
light scattering, light absorption and the transmission losses at the laser mirrors.

1.1.1 Types of semiconductor lasers

Semiconductor lasers are built with layers of semiconductor material grown on a
substrate. The wafer is processed according to the geometry of the laser devices.
SLs are grown mostly in two cavity geometries. On the one hand, there are the
so-called Edge-Emitting semiconductor Lasers (EELs). The main feature of EELs is
that light travels in the lateral plane inside an active layer where the recombination
of electrons and holes takes place. The length of the resonant cavity can vary from
200 µm to a few milimeters, providing such a high gain that an EEL might even
not need special re�ecting coatings at the facets to lase. EELs are grown with
Distributed Bragg Re�ectors (DBR), as Distributed Feedback (DFB) lasers or using
a Fabry-Perot cavity, which is a rectangular resonant cavity with cleaved facets at
the ends of the cavity. In EELs, the laser beam is guided in a waveguide formed by a
double heterostructure and lateral gain or index guiding. The double heterostructure
con�nes the carriers to the active region, leading to a low threshold current. Figure
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1.2 shows a schematic drawing of the typical structure of an Edge-Emitting Laser.
The asymmetric lateral and transversal geometry of the emission area causes the
beam from a typical EEL to be very divergent and astigmatic with an elliptic shape.
The cross-section of the waveguide is typically a fraction of micrometers per several
micrometers [12].

Laserlight

p−layer

n−layer

active zone

Figure 1.2: Illustration of the structure of an Edge-Emitting Laser.

More recently, devices designed to emit light in the direction perpendicular to
the substrate appeared. These lasers are known as Vertical Surface Emitting Lasers
(VCSELs) and were �rst proposed by Soda et al. [13]. In a VCSEL, the active
layer is sandwiched between highly re�ective mirrors, known as Distributed Bragg
Re�ectors (DBRs), composed of several dielectric layers. These mirrors must have
a re�ectivity of more than 99.5%, since the cavity of a VCSEL is shorter than for
EELs and therefore the gain per round trip is smaller a priori. As a result, the
light is emitted perpendicular to the layers from their top surface or the bottom
of the device. The simple structural di�erences between VCSELs and EELs have
important implications, but in our case, we will focus on the polarization di�erences.
In Figure 1.3 we depict the structure of a VCSEL. The beam shape from a typical
VCSEL is rather circular and larger than for an EEL, with a diameter that varies
from 5 to 25 µm, so that the divergence is much lower and there are less astigmatism
problems.
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Laserlight

p−layer

n−layer

active zone

Figure 1.3: Illustration of the structure of a Vertical Cavity Surface Emitting Laser.

1.1.2 Polarization of laser light

Polarization is a property of electromagnetic waves that describes the vectorial ori-
entation of the electric �eld. The polarization state of light can vary depending on
the phase and amplitude of the orthogonal components of the electric �eld. When
the perpendicular components are in phase and the electric vector oscillates in a
constant direction, light is said to be linearly polarized. However, when the perpen-
dicular components have the same amplitude and di�er in phase by 90◦, the electric
vector appears moves in a circle, acquiring circular polarization. Another case is
when the two components do not have the same amplitude or the phase o�set is
not 90◦. This type of polarization is named elliptical polarization. The last case is
when the direction of the polarization changes randomly and rapidly, then the light
is said to be unpolarized, e. g. for spontaneous emission.

A coordinate system used for polarization directions is based on the plane of
incidence, which is de�ned as the plane spanned by the propagation direction and
a vector perpendicular to the re�ecting surface. Transverse Electric (TE) polarized
light is characterized by its electric �eld being perpendicular to the plane of incidence
while the magnetic �eld lies in the plane of incidence. When the magnetic �eld is
perpendicular to the plane of incidence, light is said to be Transverse Magnetic (TM)
polarized. In such a case, the electric �eld lies in the plane of incidence.

The beam of an EELs is generally linearly polarized in two �xed directions:
parallel to the heterojunction plane (TE polarization) or perpendicular to it (TM
polarization). The two main mechanisms that cause the linearly polarized emission
are the laser gain and the losses of the resonant cavity. Given the rectangular
geometry of the EELs, the TM mode su�ers greater losses at the facets, so that the
emission is usually predominantly TE polarized in EELs.
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In VCSELs, due to the cylindrical symmetry, all polarization directions ex-
perience similar gain and therefore there are no preferred directions a priori. This
fact makes VCSELs more sensitive to polarization instabilities, choosing the ori-
entation of the polarization due to imperfections or electro-optic and elasto-optic
e�ects [14, 15]. Therefore, VCSELs generally emit linearly polarized light, that can
switch to its orthogonal polarization orientation when some parameters, like the in-
jection current, are changed. For transverse multimode VCSEL, both polarizations
can contribute to the emission simultaneously.

1.2 Outline of this Ms Thesis

The aim of this Ms Thesis is to present an experimental analysis of an edge emit-
ting semiconductor laser subjected to polarization rotated feedback and study its
potential for the application of random bit generation. We started from the basic
description of the semiconductor lasers and will end up with a laser-based random
bit generator capable to generate random bit sequences at rates up to multi-Gbit/s.

To set a starting point, in this �rst chapter we presented an introduction to the
semiconductor laser, describing some fundamental concepts as well as the di�erences
in the structure and emission between the two main types of semiconductor lasers:
Vertical Surface Emitting Lasers (VCSELs) and Edge-Emitting Lasers (EELs).

The second chapter presents the scheme of the experiment we have designed.
We �rst present the emission characteristics of the edge-emitting laser used in
this study. We develope the theory behind polarization-rotated optical feedback
(PROF), introducing a new nomenclature that distinguishes the possibility that
one or both modes are excited and contribute to the dynamics. The rate equation
models developed so far are also presented, explaining their main advantages and
limitations.

In the third chapter, we analyze in experiments the dynamical properties that
occur when a laser is fed back with PROF. One of the main di�erences from the
solitary laser is observed in the Power vs Injected current (PI) characteristics for
TE and TM mode. The PI curve shows the output laser power as a function of the
injected current and exhibits a threshold behavior characterized by the threshold
current value, in which the stimulated emission starts to dominate over spontaneous
emission. The PI characteristics for the TE mode presents a slight reduction of
the threshold current when the laser is subjected to PROF, while in the case of TM
mode, it goes from not being excited to be slightly excited. The rest of the properties
are divided into spectral and temporal features. In both cases, the main parameters
of change are the injected current and the feedback strength, studying their e�ects
on power spectrum and autocorrelation function (AC). From the data obtained, we
create a map of AC peak height for varying feedback and current conditions. This
map presents a systematic study of the AC properties and it is a useful guidance
for identifying the optimum conditions for a random number generator based on
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chaotic laser dynamics.

Chapter 4 shows the applicability of the system presented, proving its e�ec-
tiveness in the generation of random bits. In this chapter, we �rst present the
digitization procedures, which include data acquisition with 8 bits analog to digital
converters and bit truncation. We justify why their use is unavoidable, by plotting
histograms and calculating the bias of the acquired bits. We also present the tool
used to assess the randomness of the bit sequence: the NIST battery of randomness
tests and provide a brief description of each of the tests. Finally, we present the
results of these tests for an operating point within the optimal region de�ned by the
AC map. We successfully generate random bits at a rate of 4Gbits/s with minimal
postprocessing. The last section of this chapter includes a study of the role of post-
processing and dynamical conditions that allows to improve the bit rate up to 160
Gbit/s without any demanding postprocessing method.

The �nal chapter presents a summary of the main achievements presented in
this Ms Thesis and a discussion of the future work demanded in this area.
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2
Semiconductor Lasers with
Polarization Rotated Optical
Feedback: Experimental Setup and
modeling

In this chapter we describe the e�ect of Polarization Rotated Optical Feedback
(PROF) in the context of systems with delayed optical feedback. As the key ele-
ment in this work, we �rst introduce some characteristic properties of the solitary
Semiconductor Laser (SL) used in the experiments. Such properties are crucial to
the dynamical behavior when the SL is subjected to delayed optical feedback. Our
experimental setup, in which the polarization state of the light is rotated, is also
explained. In the last section, we present the theoretical models for PROF, as well
as a brief description of the results obtained so far in simulations and experiments.

2.1 Properties of the solitary laser

The laser used in our experiment is called Discrete Mode Laser manufactured by
Eblana Photonics. This device is based on a Fabry-Perot (FP) cavity, with a waveg-
uide structure that has been modi�ed to obtain a single mode operation. This is
achieved by etching features along the laser cavity, which causes a variation of the
e�ective refractive index of the guided mode. A proper positioning of these etched
structures allows the manipulation of the loss spectrum to have single mode emission
with a very high side-mode suppression ratio. The threshold current of this laser is
Ith =12.1 mA at 22◦C.

Our Discrete Mode Laser presents asymmetric coatings to achieve high power
emission from one laser facet, and low power emission from the other facet. The laser
is �ber-pigtailed to the high power emission facet, which is produced with an anti
re�ection (AR) coating (less than 10% re�ectivity), while the low power emission

11



12 Chapter 2.

facet is made with a high re�ection (HR) coating (larger than 90% re�ectivity).
These asymmetric coatings lead to asymmetries of optical �eld and carrier density
within the laser cavity. The in�uence of these asymmetric coatings in the presence
of a laser subject to delayed optical feedback will be shown in Chapter 3.
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Figure 2.1: Experimental optical spectrum of the solitary laser at 15.50 mA.

In Figure 2.1 we depict an experimental optical spectrum of a Discrete Mode
Laser at 15.50 mA and 22◦C obtained directly from optical detection with an optical
spectrum analyzer (Anritsu MS9710, 600-1750 nm wavelength range, 50 pm resolu-
tion). For these conditions, the measured wavelength is 1541.9 nm and the spectrum
shows a narrow linewidth, which is below the resolution of the optical spectrum an-
alyzer. The solitary laser displays a side-mode suppression ratio of more than 43
dB. The neighbouring modes correspond to non-lasing longitudinal cavity modes,
which are spaced by 1.2 nm.

An important dynamical feature of SL are the relaxation oscillations, which are
the result of the interaction between the carrier inversion and the optical �eld. The
frequency of the relaxation oscillations characterizes this light-matter interaction in
the laser medium and re�ects the fast time scales present in the intensity dynamics
of SL. These relaxation oscillations are decisive for the dynamical behavior of the
SL since small perturbations, such as optical feedback, can undamp the oscillations.
In �gure 2.2 we show the optical spectrum with improved resolution obtained from
a high resolution optical spectrum analyzer based on the Brillouin scattering e�ect
(BOSA, Aragon Photonics,1528-1565 nm wavelength range, 0.08 pm resolution).
The optical spectrum was measured at 19 mA and 22◦C. We can observe a spectral
pro�le with two small side maxima around 4 GHz. These resonances arise from
the intensity and phase noise and their position coincides with the values ââof the
frequency of relaxation oscillations at each side of the laser peak emission.

Relaxation oscillation frequency can be more precisely identi�ed from the elec-
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Figure 2.2. Optical spectrum of the laser at an injection current of 19 mA, corresponding
to 1.57 Ith. The frequency shown is relative to maximum.

trical spectrum of the laser (Anritsu MS2667C, 9 kHz-30 GHz frequency resolution)
after electrical conversion of the optical signal with a photodiode, as shown in �gure
2.3 for 1.57 Ith. The relaxation oscillations frequency peak is observed to be around
4.3 GHz.
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Figure 2.3: Experimental RF-spectrum of the laser pumped at 19 mA.

SL can exhibit relaxation oscillation frequencies of up to a few tens of GHz,
depending on the type of SL used and the injection current. Telecommunication
applications can bene�t from this fast relaxation oscillations, which allow for a fast
direct modulation of the lasers. The experimental results for the dynamical response
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of this laser subject to PROF will be shown in Chapter 3.

2.2 Introduction to PROF

It is known that Semiconductor Lasers (SL) subject to delayed optical feedback ex-
hibit a rich variety of complex dynamic phenomena. Most of the studies focused
on systems with optical feedback which preserve the polarization state of the light
in the feedback loop. In such cases, often an edge-emitting semiconductor laser
is employed oscillating in single mode, commonly a transverse electric (TE) mode
(see Chapter 1), and the light is re�ected back into the cavity from an external
mirror keeping a parallel polarization state. This type of delayed optical feedback
has been typically named coherent feedback when the mirror or the re�ecting ele-
ment is placed within the coherence length of the laser. Lang and Kobayashi [16]
presented in 1980 a rate equations model for these conditions and six years later,
Tkach and Chraplyvy [17] exemplarily characterized the instabilities present in a
1.5-µm SL with coherent feedback de�ning 5 regimes depending on the feedback
level. This coherent polarization mantained feedback is utilized in many applica-
tions including chaotic transmission, where it has been succesfully proven in high
speed secure communications [40], chaotic Lidar [19] or even random number gener-
ation [20]. However, it is very di�cult to guarantee a coherent feedback when light
is transmitted in an optical �ber over a long distance.

Other schemes of delayed optical feedback have been studied recently, moti-
vated by the practical bene�ts that systems which do not depend on a coherent
polarization mantained feedback provide. When a laser is subjected to polarization-
rotated optical feedback (PROF) the returned light has crossed polarization of the
outgoing electric �eld. The polarization of the TE mode is rotated by 90◦ and the
rotated beam is injected back into the laser cavity and vice versa. As a result, the
intensity of TM mode is changed and acts on the TE mode through the carrier den-
sity giving raise to chaotic instabilities. This would be typically simulated by a rate
equation model with two orthogonal linearly polarized electric �elds [21]. This type
of delayed optical feedback has been less studied in the literature and it has turned
out to be a matter of confusion, as di�erent experiments with mode polarization
rotation led to di�erent dynamics.

The term Incoherent Optical Feedback has often been used synonymously with
PROF. For clarity, we prefer to make a clear distinction between them, consider-
ing that the e�ect is called incoherent when the PROF is small [22]. The word
incoherent, despite of not being the best choice, is meant to refer that the delayed
optical feedback does not directly contribute to the coherent �eld of the laser but
only interacts with the carrier density. A numerical model which simulates this type
of delayed feedback uses a single linearly polarized mode description and does not
consider coherent interaction between two orthogonal �elds [25].

Since both feedback types have their origin in the rotation of the polarization
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state of the light, both are actual Polarization Rotated Optical Feedback cases.
Moreover, the term Incoherent Feedback is too ambiguous, since it can have many
interpretations. Not only can be referred to PROF, but it can also be understood
as optical feedback in which the feedback loop exceeds the coherence length of the
laser, or as a system subjected to electro-optical feedback. For these reasons, a new
notation needs to be introduced. Based on the observed dynamics, we propose to
call the �rst case presented as PROF with 2 mode dynamics and PROF with
single mode dynamics for the incoherent optical feedback.

For the case of PROF with 2 mode dynamics, the majority of experiments and
theoretical models focused on the situation where a single mode, usually the TE,
was rotated and injected into the TM mode. This situation corresponds to a unidi-
rectional coupling of polarization modes (TE → TM). However, there exists a more
general scenario in which both polarization modes are rotated and injected into the
corresponding orthogonal modes, leading to a bidirectional coupling between them
(TE ↔TM). Thus, PROF with 2 mode dynamics allows for two di�erent coupling
con�gurations between TE and TM modes (unidirectional and bidirectional), show-
ing each a particular dynamical behavior.

Finally, a third case of optical feedback should be taken into account, where
polarization is mixed and phenomena such as circular polarization or elliptical po-
larization are included [26]. The dynamical properties observed in the three general
cases, polarization mantained, polarization rotated and mixed polarization optical
feedback are quite di�erent and not fully understood. In the following, we will focus
on the implementation of systems subject to PROF, presenting our experimental
con�guration as well as the existing models to characterize it. A detailed discussion
of the dynamics of PROF will be covered in Chapter 3.

2.3 The setup

For wide applicability (see Chapter 4), we have designed an experimental system
that is simple, compact, robust, and made of relatively low-cost, standard, �ber-
based telecom components. Optical feedback experiments have been typically im-
plemented in free-space optics. Nevertheless, experiments aimed at telecommunica-
tion applications have been moved towards �ber-based setups, bene�ting from their
easy implementation and long distance transmission.

As illustrated in Fig. 2.4, the experiments involve a single semiconductor edge-
emitting laser (Eblana Discrete Mode Laser), characterized in the previous section,
with a wavelength of 1.54 µm and with a threshold current Ith = 12.1 mA at 22◦C.
The laser diode (LD) is �ber-pigtailed and connected to a 1x2 90/10 optical coupler
(OC) the principal output of which passes through a variable optical attenuator
(ATT) used for feedback strength control. A Faraday mirror (FM) is the source of
PROF and its behavior is based on the Faraday E�ect.
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LD
OC

ATT FM
90%

10%

ISO ATT

PD
OSC

Figure 2.4: Experimental schematic diagram. De�nitions can be found in text.

The Faraday e�ect, illustrated in Fig. 2.5, describes the rotation of the po-
larization of a signal, as it passes through certain optical media within a magnetic
�eld. Located at the end of the optical �ber, the Faraday mirror is designed to rotate
the polarization state by 45◦, twice once when the light enters, and again when the
light is re�ected back into the �ber. Since the Faraday e�ect is non-reciprocal, the
resultant polarization of light is rotated by 90◦ with respect to the original signal
and injected back into the laser.

~B

~E

~E ′
45

◦

Figure 2.5: Illustration of the Faraday e�ect.

Our practical implementation of the external cavity has a roundtrip delay time
of τ = 90.9 ns and the light reinjected in the cavity is estimated to be up to 10-20%
of the emitted output intensity. In this experimental setup, any polarization mode
dispersion or birefringence that occur anywhere along the optical �ber is exactly
compensated for. Moreover, this con�guration can produce strong feedback, which
will prove to be an important element in our study.

The light exiting the 10% port of the optical coupler is used for detection. It
passes through an inline optical isolator (ISO) and is detected by a �ber-coupled
photodetector (PD, Miteq 12.5 GHz bandwidth). The signal is captured by a digi-
tizing oscilloscope (LeCroy 816Zi, 16 GHz analog bandwidth, 40 GS/s sample rate,
8-bit ADC).

2.4 The PROF models

In this section we present the existing rate equations models for polarization ro-
tated optical feedback together with the most representative dynamical features the
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models reproduce. In the �rst part a model describing the situation of PROF with
2-mode dynamics is introduced, whereas in the second part we show di�erent models
for PROF in which the dynamics is determined by a single mode.

2.4.1 PROF with 2-mode dynamics

One of the �rst models that accounted for 2-mode dynamics was proposed for po-
larization self-modulation in vertical-cavity surface-emitting lasers (VCSELs) [38].
VCSELs usually have two orthogonal linearly polarized mode emission which either
coexist or one polarization mode dominates. When a mirror and a quarter-wave plate
with its principal axes oriented at 45◦ with respect to the TE and TM directions are
placed in the setup, the intensity dynamics of the laser is found experimentally to go
through a polarization switching with a square-wave shape. The numerical model
for the two polarization modes adds to the amplitudes and phases of the electric
�eld a delayed term, accounting for the feedback from the external mirror. The
complete set of dimensionless rate equations is given by (the subscripts indicate the
TE and TM modes):

dETE(t)

dt
=

1

2
[(2N + 1)GTE − 1]ETE + ηETM(t− τ)cos(ψTE) (2.1)

dφTE(t)

dt
= ∆+ αN + ηETM(t− τ)sin(ψTE) (2.2)

dETM(t)

dt
=

1

2
[(2N + 1)GTM − 1]ETM + ηETE(t− τ)cos(ψTM) (2.3)

dφTM(t)

dt
= αN + ηETE(t− τ)sin(ψTM) (2.4)

T
dN(t)

dt
= J −N − (1 + 2N)[GTE|ETE|2 +GTM |ETM |2] (2.5)

In these equations, E and φ are the amplitude and the phase of the electric �eld and
N is the carrier density. Time is measured in units of the photon lifetime τp, α is
the linewidth enhancement factor and ∆ is the frequency detuning. The feedback
strength is denoted by η. T is the ratio of the carrier lifetime to the photon lifetime
and τ is the delay time. J denotes the pumping above threshold and the terms ψTE

and ψTM are the phase di�erences. Nonlinear gain saturation is included via the
factors GTE and GTM , which are described by:

GTE = 1− κTE(E
2
TE − P/2)− κ′TE(E

2
TM − P/2) (2.6)

GTM = 1− κ′TM(E2
TE − P/2)− κTM(E2

TM − P/2) (2.7)

κTE and κTM are the self saturation coe�cients and κ′TE and κ′TM are the
cross saturation coe�cients. The term P/2 represents the approximate steady state
intensity of each mode. With these rate equations their experimental results are
reproduced qualitatively. Single mode emission is achieved in a wide parameter
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regime, although stable TE and TM mode polarization switching can be found
depending on the feedback strength and cavity length. Polarization self-modulation
is obtained for frequencies up to 9.18 GHz. More recently, a paper by Sukow et al.
[24] showed that square-waves of polarization switching also appear in the intensity
dynamics of two edge-emitting lasers mutually coupled with polarization rotated
injection.

An alternative model which had a high impact was the one presented by Heil
et al. [21], motivated by the contradictions found between their experimental results
and previous theoretical works. In their two-mode dynamical model the emission
of the TE mode is injected with delay into the TM mode of the laser. Therefore,
the amplitudes and phases of the TE and TM-modes are time dependent functions.
The rate equations for the TE and TM modes are described as follows:

dETE(t)

dt
=

1

2
{GTE[N(t)−N0]− γp,TE}ETE(t) (2.8)

dφTE(t)

dt
=

1

2
α{GTE[N(t)−N0]− γp,TE} (2.9)

dETM(t)

dt
=

1

2
{GTM [N(t)−N0]− γp,TM}ETM(t) + γinjETE(t− τ)cos∆(t) (2.10)

dφTM(t)

dt
=

1

2
α{GTM [N(t)−N0]− γp,TM} − γinj

ETE(t− τ)

ETM(t)
sin∆(t) (2.11)

dN(t)

dt
= J − γsN(t)− [N(t)−N0]{GTE|ETE(t)|2 +GTM |ETM(t)|2} (2.12)

∆(t) = ω0τ + φTM(t)− φTM(t− τ) (2.13)

Where E and φ are the amplitude and the phase of the electric �eld. N is the carrier
density and ∆ is the phase di�erence. GTE,TM are the gain coe�cients and N0 is
the carrier density at transparency. γp is the inverse of the photon lifetime, γinj is
the injection coe�cient and γs is the inverse of the carrier lifetime. The delay time
of the external loop is denoted by τ , α is the linewidth enhancement factor, J is the
current density and ω0 is the angular frequency. Due to a polarizer placed in the
experimental setup, TM mode is not allowed to be coupled back to the TE mode.

These equations reproduce their experimental �ndings, where the slope of the
PI curve remains unchanged for the total output power. This model also describes
general features of the dynamics subjected to PROF which depend on the feed-
back strength and injection current. The dynamics they observe is weakly chaotic
with instabilities of small amplitude. Strong feedback is required for the origin of
the instabilites and strong pumping is needed for their extinction. Moreover, the
peaks appearing in the RF-spectrum, associated to the round-trip frequency, remain
constant in position.
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2.4.2 PROF with single mode dynamics

The most widely accepted model for PROF with single mode dynamics was �rst
proposed by Otsuka and Chern [25] back in 1991. In this situation, the re�ected
beam is orthogonal to the emitted laser �eld. The re�ected laser beam does not
interfere with the coherent �eld, but it interacts with the carrier density. This e�ect
can be written in the equations by adding a delayed optical feedback into the carrier-
rate equation, coupling the two di�erential equations. The model is described by
the following rate equations:

dS(t)

dt
= {Gn[n(t)− n0]}S(t) (2.14)

dn(t)

dt
=

J

ed
− n(t)

τs
− {Gn[n(t)− n0]}[S(t) + κ′S(t− τ)] (2.15)

where S and n are the photon density and the population-inversion density, respec-
tively. Moreover, κ′ is the feedback coe�cient,τs is the carrier lifetime and τ again
the delay time. The model results in sustained pulsations in the output of the laser,
which can be chaotic or regular. The repetition rate of these pulses is determined by
relaxation oscillations. A more detailed experimental study was conducted by Houli-
han et al. [27], who determined that instabilities appear in the dynamics due either
to enhancement of the mode partition noise or relaxation oscillation and roundtrip
time of the external cavity.

In 2005 Ju et al. [28] proposed a similar model of coupled di�erential equations
for incoherent feedback:

dS(t)

dt
= {ΓGn[N(t)−N0]−

1

τp
}S(t) +Rsp (2.16)

dN(t)

dt
=

I

eV
− N(t)

τs
− {Gn[n(t)− n0]}S(t)− κγ{Gn[n(t)− n0]}S(t− τ) (2.17)

In this case, Γ is the con�nement factor,τp is the photon lifetime, Rsp indicates the
spontaneous emission, I is the bias current and V denotes the volume of the active
region. γ is the ratio of the TM and TE gain and κ is the coupling factor, which
they derived it to be:

κ = [(1− r22)
r3
r2
]2 (2.18)

where r1 and r2 denote the re�ectivities of the facet of the laser and r3 the external
re�ectivity. Assuming that TE and TM gains are the same, this model reproduces
a threshold reduction in the PI curve, although this reduction is not as signi�cant
as in the coherent polarization mantained feedback case. The model also describes
four dynamical regimes depending on the feedback level: stable, chaotic, pulsed and
two-state regime. For the pulsed regime, the injection current plays an important
role, controlling the pulse repetition frequency, pulsewidth and pulse power. With
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their simulations and experiments they also conclude that under no circumstance
the TM mode contributed to lasing [29].

Based on the equations of Otsuka and Chern another model was proposed in
2003 by Cheng et al. [30]. It presented some corrections to the original model, where
the TE and TM waves are considered again separately:

dN(t)

dt
=
I

e
− N(t)−N0

τe
− vg{GESE(t) +GM [SM(t) + γSE(t− τ)]} (2.19)

dSE(t)

dt
= ΓEvgGESE(t)−

SE(t)

τpE
+Rsp (2.20)

dSM(t)

dt
= ΓMvgGM [SM(t) + γSE(t− τ)]− SE(t)

τpM
+Rsp (2.21)

in which the gains of the TE and TM mode are described by:

GE = AE[N(t)−N0]− [κESE(t) + κ′ESM(t)] (2.22)

GM = AM [N(t)−N0]− [κ′MSE(t) + κMSM(t)] (2.23)

SE and SM are the photon number of the TE and TM mode respectively. vg is
the group velocity and ΓE and ΓM are the con�nement factor of the TE and TM
mode. κE and κ′E are the self-saturation and cross-saturation coe�cient of TE mode,
while κM and κ′M represent the self-saturation and cross-saturation coe�cient of TM
mode.

These equations, which assume TE and TM modes to be lasing simultaneously,
allow for an independent gain for each mode, thus improving the capabilities of the
model and obtaining more realistic feedback ratios. Therefore, despite being based
on a originally unimodal model, it represents an option to characterize the dynamics
of two modes with PROF. However, it is not rigorously justi�ed why the feedback
term is accounted for in both the equation for N(t) and S(t).

Determining which of these models is the most appropiate one for certain
conditions is a di�cult task. So far, the criteria used to choose one instead of
another has been based on the experimental results, selecting the model which more
accurately reproduces the real behavior of the system. The current models have
been divided into two branches, one that represents the dynamics of the system
based on a description of the electric �eld for the TE and TM modes (PROF with
2-mode dynamics), and another in which there is no coherent interaction between
the orthogonal components of the electric �eld (PROF with single mode dynamics).
Future models should consider not only the TE to TM mode injection, but also
the case where TM is injected to TE mode and see how these polarization mode
rotations, after one delay time, interact with the optical �eld.



3
Dynamical properties of
semiconductor lasers subject to
Polarization Rotated Optical
Feedback

The emission properties of semiconductor lasers are altered when subjected to de-
layed optical feedback. In fact, semiconductor lasers are especially sensitive to feed-
back light, exhibiting a destabilized power output. These instabilities present in the
laser emission were long considered a detriment and optical isolators were used to
avoid any incoming re�ection. It was a good decade ago when a new point of view
was adopted. Feedback-induced instabilities, result of the strong nonlinearities, can
lead to a high-dimensional chaotic dynamics, which has also been recognized to have
attractive properties for photonic applications. For instance, broadband chaotic dy-
namics of semiconductor lasers can be used for encrypted communication [33, 34],
chaotic lidars [19], rainbow refractometry [35], random bit generation [20] or even-
tually information processing.

This chapter discusses the main dynamical properties characteristic for the
laser subject to polarization rotated optical feedback (PROF). In the �rst section
of the chapter we discuss the changes present in the power vs injected current (PI)
characteristic of a laser with PROF. This dependency characterizes the amount of
light emitted as a function of the injected current in to the laser. The current at
which the laser starts to lase is typically referred to as threshold current. In this
chapter, spectral and temporal features are also introduced. The electrical spectrum
of the laser and the autocorrelation function are also modi�ed due to PROF. These
changes are studied in terms of the injected current and the feedback strength.
Finally, we develop a map with the most relevant information on the temporal
dynamics of a SL subject to PROF. This map will be very useful for the intended
application: random bit generation. How this application is carried out will be
explained in Chapter 4.

21
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3.1 Polarization resolved PI curves

We �rst measure the PI characteristic providing the output power as a function of
the injection current. The PI characteristic shows the threshold behavior, above
which the laser power increases linearly with increasing injection current. For our
Eblana laser, this threshold current is 12.1 mA. One of the typical features of the
parallel polarization mantained feedback is the threshold reduction of the injection
current. The threshold reduction can be up to 20% depending on the feedback
strength [31]. This is due to reduction of cavity losses caused by the photons re-
injected into the laser cavity. Moreover, a pronounced kink appears close to the
solitary laser threshold, as a result of the low frequency �uctuations of the light
intensity. The slope of the PI curve is also altered when the laser is subjected to
polarization mantained delayed feedback, being a�ected due to the change in the
external di�erential quantum e�ciency and the change in balance of the e�ective
output facet re�ectivity.

In the case of polarization rotated feedback no threshold reduction would be ex-
pected, if the re-injected light interacted only with the carrier density [27]. However,
experiments conducted so far are not decisive on this matter. While some authors
state that with polarization rotated feedback there is no threshold reduction and the
slope e�ciency remains the same [21], others observed a di�erent behavior: a small
threshold reduction and a reduced slope e�ciency [28]. Houlihan et. al [27] observed
no change in the laser threshold and a monotonic decrease in the slope e�ciency
when increasing the feedback level. Interestingly, they observed a slope reduction of
50% when around 70% of the total light was re-injected. A study investigating three
di�erent feedback con�gurations experimentally [29], showed that a small threshold
reduction was present in the polarization rotated optical feedback.
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Figure 3.1: TE resolved PI curves for the solitary laser and for the laser with PROF.
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In Figure 3.1 we present the measured PI characteristic for the TE mode of the
solitary laser (black line) and the laser with polarization rotated feedback (red line).
With rotated feedback, the TE mode has two di�erences compared with the solitary
laser: the threshold is 8% decreased and the slope above threshold is smaller.

The PI characteristic for the TM mode of the solitary laser (black line) and
the laser with polarization rotated feedback (red line) is shown in Figure 3.2. We
can make sure to have rotated feedback e�ects, as evidenced by the growth of TM
power for the PROF case, while in the solitary laser case the TM mode is not lasing.
One should note that, although TM mode is excited with PROF, the TM output
power is much smaller (around 96%) than the TE mode power.
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Figure 3.2: TM resolved PI curves for the solitary laser and for the laser with PROF.

3.2 Spectral features

RF-spectra are also useful indicators of the changes that occur when the laser is
subjected to PROF. Figure 3.3 depicts two RF-spectra corresponding to the laser
diode with and without PROF and taken at the same injection current (19 mA).
For a better comparison, the vertical scale of the laser with PROF spectrum has
been placed at the right axis. The solitary laser spectrum presents a clear peak
at 4.3 GHz, introduced in Chapter 2 as the relaxation oscillations frequency peak.
However, the main feature is the broadening of the RF-spectrum, originated from
the chaotic changes in the intensity of the emitted light. A broad power spectrum
is considered to be a necessary feature to produce randomness, since it mimics real
noise.

All the spectra present in this chapter (except Figure 3.3 and Figure 3.5)
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Figure 3.3. Experimental optical spectra of the solitary laser and the laser with PROF at
19 mA.

were taken without averaging, and with the same resolution bandwidth of 3 MHz.
Indeed, the obtainable smooth broadband spectra are an advantage of our chosen
con�guration. For short cavities with delay times of order 0.5 ns, comparably smooth
spectra have been obtained for polarization mantained feedback [35]. For longer
cavities, however, with their higher dimensional dynamics, these properties have
been achieved only with strong polarization-rotated feedback. It is quite unusual
for delayed feedback lasers to show no structure relating to the roundtrip and no
pronounced relaxation oscillations frequency in the power spectra. We can state
that, in addition to their importance for our application, these broad spectra are
interesting in their own right and merit further study.

Figure 3.4 shows power spectra at di�erent pump currents I and feedback
strengths, acquired with an RF spectrum analyzer (Anritsu MS2667C). In this case,
feedback strength is quanti�ed as the fractional power transmission T in the exter-
nal cavity, that is, the ratio of power reentering and emerging from the laser pigtail.
This is a convenient operational de�nition, although it does not include laser to
�ber coupling e�ciency. Figures 3.4(a) and 3.4(b) are for equal, strong feedback
(T=52.2%) but di�erent currents: 14.1 mA and 18.3 mA, respectively. Both display
broad spectra with no evident dominant frequencies. The same features are notice-
able in �gures 3.4(c) and 3.4(d), obtained for equal, moderate feedback strength
(T=33.7%) but for di�erent currents: I=14.1 mA (3.5(c)) and I=18.3 mA (3.4(d)).
In contrast, the spectra of Fig. 3.4(e) and Fig. 3.4(f) are for the same currents as
plots (c) and (d), but for lower feedback (T=16.9%). Plot (e) shows a clear fre-
quency peak (relaxation oscillation peak), while plot (f) displays greater structure
with two evident peaks (relaxation oscillation peak and its second harmonic), and
therefore would be considered less suitable for randomness applications.
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Figure 3.4. Power spectra of the laser intensity for a) I=14.1mA and T=52.2%; b)I=18.3mA
and T=52.2%; c)I=14.1mA and T=33.7%; d)I=18.3mA and T=33.7%; e)I=14.1mA and
T=16.9%; e)I=18.3mA and T=16.9%.

In the conditions similar to Fig. 3.4 (b), the signature of the external cavity
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modes can be identi�ed with a magni�cation of the RF spectrum, as depicted in
Fig. 3.5. The spacing corresponds to the external cavity roundtrip frequencies. The
observed mode spacing is ∆f ∼ 5.4 MHz. This corresponds to twice the roundtrip
time (2τ), meaning that alternating modes are separated by one delay time (τ ∼
91.5 ns). The mode spacing can be translated into a cavity length of L ∼ 8.2 m.
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Figure 3.5. RF-spectrum of a SL with PROF showing the external cavity modes. The
pump current is 19 mA.

Very recent studies on PROF systems have involved low or moderate feedback,
where spectral structures are more apparent but the strong-feedback chaotic case
has not been studied thoroughly. The ability to access this regime experimentally
is critical for our random bit generation study, presented in Chapter 4, and full
characterization of these interesting dynamics is a related topic of ongoing research.

3.3 Temporal features

One main feature of a laser subject to delayed optical feedback is the destabilization
of the output intensity. This causes unstable dynamics with unpredictable changes
in the amplitude of the signal. Figure 3.6 depicts a zoom into a time trace. The
�uctuations are in the sub-nanosecond scale. Therefore, they could not be easily
resolved until the appearance of fast photodetectors and oscilloscopes with high
bandwidth.
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Figure 3.6: Chaotic oscillations in the output intensity of a SL pumped at 1.52Ith with PROF.

The external cavity roundtrip frequencies at integer multiples of 1/τ are also
evident in the time domain. The corresponding timescale τ appears in autocorre-
lation (AC) functions of time traces. The autocorrelation function between times t
and s is de�ned as:

AC(s) =
< [x(t)− < x(t) >][x(t− s)− < x(t) >] >

< [x(t)− < x(t) >]2 >
(3.1)

Fig. 3.7. shows the data of the AC function up to a time shift of 1000 ns and
corresponds to the same operating conditions as Fig. 3.6. Figures 3.7 (a) and 3.7
(b) were obtained under the same feedback level (T=52.2%) but di�erent pumping
current (14.1 mA and 18.3 mA respectively). Similarly, Figures (c) and (d) were
acquired for the same injection currents but a power transmission of 33.7%. No
signi�cant changes can be observed between plots 3.7 (a), (b), (c) and (d). Peaks in
the AC function appear at integral multiples of τ=91.5 ns, as is typical for delayed
feedback systems. However, the 2τ peak of the AC function is always the largest.
For plot 3.7 (b), the height of the AC peak at the �rst odd multiple of the delay
time is 0.02, which makes it almost imperceptible, while the �rst even multiple is
0.18. This is a particular characteristic of the PROF systems, due to the rotation
of the polarization state of the light. The polarization of the travelling light is
parallel to the original emitted light of the laser after two roundtrips, causing a
major contribution to the even-multiple AC peaks.
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Figure 3.7. Autocorrelation function of the intensity dynamics for a) I=14.1mA and
T=52.2%; b)I=18.3mA and T=52.2%; c)I=14.1mA and T=33.7%; d)I=18.3mA and
T=33.7%; e)I=14.1mA and T=16.9%; f)I=18.3mA and T=16.9%.

Other features of interest can be seen from Figures 3.7 (e) and (f). Keeping
the feedback level constant at 16.9%, the autocorrelation function exhibits drastic
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changes in the height of the AC peaks when increasing the pumping current from
14.1 mA (Fig. 3.7(e)) to 18.3 mA (Fig. 3.7(f)). In the latter plot, the �rst even
multiple of τ is around 0.9, having a correlation almost as high as for the zeroth
peak.

Figure 3.8 shows a detail of the autocorrelation function of the intensity dy-
namics obtained for I=18.3 mA and a power transmission of T=52.2 %, describing
the same conditions as Figure 3.7 (b). The resolved AC function around zero time
shift, is depicted in Fig. 3.8 (a) which decays rapidly. In particular, correlations
between points in time are lost within 1 ns. For completeness, Figure 3.8 (b) shows
the AC function around the second AC peak, typically larger than the �rst. The
structure of the second peak is smaller compared to the zeroth peak, slightly asym-
metric, and also presents a faster decay. The AC peak heights at multiples of τ and
the width of the zeroth peak both provide useful criteria for tailoring the dynamics.
Minimizing the height of a delay time peak selects operating conditions for the laser
system at which temporal correlations in the intensity are weakest. In contrast,
choosing a random sample interval that is longer than the AC decay time helps
assure that successive points will be independent of one another.
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Figure 3.8. AC function of the intensity dynamics: a) For the resolved zeroth AC peak; b)
For the resolved second AC peak.

3.4 Systematic study of the AC properties and dis-

cussion

For a systematic study of the autocorrelation properties, we examine the height of
the AC peak at time shifts of 2τ as a function of laser pump current and feedback
strength. The 2τ peak is chosen because, as mentioned in the previous section, it is
the largest, which is typical of PROF systems. Nevertheless, we have veri�ed that
the �rst peak at τ delay shows the same features. The results are shown in Fig. 3.9.
Pump current is on the horizontal axis, feedback strength is along the vertical, and
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the 2τ AC peak height is indicated by the color legend on the right hand side.
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Figure 3.9: Map of AC peak height for varying feedback and current conditions.

A region of low AC appears abruptly for low coupling (power transmission
of around 16.9%)and high current (24 mA), but this is a region of steady-state
operation. The low AC in this case arises from noise, and so is rejected for a
dynamics-based random bit generator. Similarly, a thin ribbon of low AC appears
at the lowest currents (under 12 mA), but here the laser operates below threshold
so the conditions are similarly unsuitable. However, a wedge of low AC begins at
low current (13 mA) and low coupling (10.4% of power transmission), but smoothly
grows and expands into a larger region of high feedback strength (power transmission
of around 52.2%) and moderate currents (between 16-23 mA). This region also
displays a broad RF spectrum, and so is identi�ed as the most promising region for
random bit sequences generation purposes. We emphasize that it is not obvious a
priori that the AC properties would change with current, showing a local minimum
that depends on the feedback strength.

Based on the dynamical guidance provided by the combination of a broad RF
spectra (as presented in Figures 3.4 (b) or (d)) and AC characteristics with short
delay peaks (feedback strength and pumping current conditions inside the wedge),
we select a pump current I = 19.00 mA and feedback T = 52.2 % as our operating
point for a random number generator based on chaotic laser dynamics (see Chapter
4).



4
Application to random bit
generation

Random bit generators (RBGs) are key components of several digital technologies,
including encryption and authentication protocols, stochastic modeling, and online
gaming and lotteries [36]. Quantum RBGs promise to generate truly sequences
based on truly random processes [37], but typically produce them too slowly to keep
pace with modern data rates. In contrast, pseudorandom bit generators based on
a random seed and a deterministic algorithm are well known, but are vulnerable if
the seed can be guessed. A new approach that has attracted attention is to digitize
an analog noise [38] or chaotic signal [20], taking advantage of the inherent noise
in combination with chaos-induced decorrelation of the trajectory as the basis for
the generation of independent bits. Semiconductor lasers are an excellent source for
this technique. Their short internal timescales allow for large bandwidth dynamics
when subjected to external perturbations. Delayed optical feedback as an external
perturbation can induce strongly diverging chaotic trajectories, thus making rapid
bit rates possible [39] [40].

In this chapter we consider a laser system with polarization-rotated optical
feedback and the digitization procedures and randomness properties of the acquired
data from this system. Standard test batteries [41] provide statistical evidence of
the randomness of a candidate bitstream. They represent the reference for ran-
domness and can be computationally intensive and time consuming. In order to
construct or identify suitable systems for RBG, it is mandatory to understand the
conditions under which a dynamical system and digitization process are likely to
succeed or fail, without having to test all possible conditions in advance. In chapter
3, we examined the dynamics of a chaotic semiconductor laser to determine an op-
timum regime for producing random bit streams. The subject of this chapter is to
consider the interplay between the dynamics and the digitization process, and show
that competitive bit rates can be achieved using an 8-bit analog-to-digital converter
(ADC) and minimum postprocessing. The content of this chapter is an extension of
the work we presented in [42].

31
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4.1 Digitization procedures

Digitization procedures are necessary to achieve a sequence of random bits from
an analog dynamic system. These procedures include a variety of postprocessing
methods, which are always desirable to be minimized, not only to keep most of the
original information, but also to not slow down the process when implemented in real
time. In our case, two main operations are carried out to the detected laser output:
acquisition of points, which includes analog to digital conversion, and truncation of
bits.

4.1.1 Criteria for sampling rate and data acquisition

The sampling rate is a crucial parameter for random bit generation, since the �nal
bit rate depends strongly on the time scales of the dynamical system and the initial
sampling rate of the oscilloscope. The larger the sampling rate is, the more it
becomes possible to generate bits at higher speed.

The �rst step we carry out is to capture time series at a 40 GS/s sampling
rate with the oscilloscope (LeCroy 816Zi, 16 GHz analog bandwidth, 8-bit ADC)
under the operating conditions we selected in the previous chapter, pump current I
= 19.00 mA and feedback T = 52.2 % (see Section 3.4). The full sampling rate is
used to avoid undesired frequency �ltering which is enforced by the Digital Signal
Processing (DSP) when lower rates are used. The oscilloscope saves data initially in
16-bit binary word format, which we truncate to the 8 most signi�cant bits (MSBs)
to equal the raw ADC resolution.
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Figure 4.1. Chaotic oscillations in the output intensity of a SL pumped at 1.52Ith with
PROF. Red squares indicate the points used for random bit generation.

The procedure we perform to the 8-bit raw data is the extraction of points
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separated by a 1 ns interval. In this manner, the chosen set of points exceed the
decay time of the zeroth AC peak, which is around 0.7 ns (see Fig. 3.8 (a)), and
therefore we ensure that points forming the new signal are not correlated. This
new set of points does not depend on past inputs and it is said to have no memory,
which makes it more suitable for random bit generation. In Figure 4.1 the red
colored squares indicate data separated 1 ns in time, which written in 8-bit format
as presented in Table 4.1 will be used to generate random bits. Note that the �rst
three bit positions in the ten binary numbers present almost no variation. Avoiding
this fact is crucial for RBG, as explained in the next subsection.

Binary number
1 0 0 0 0 0 1 1 0
2 0 0 0 0 1 0 0 1
3 0 0 0 1 1 1 0 0
4 0 0 0 0 0 0 0 1
5 0 0 0 1 0 1 1 1
6 0 0 0 1 0 0 1 1
7 0 0 0 1 1 0 1 1
8 0 0 0 0 0 0 0 1
9 0 0 0 1 1 1 1 0
10 0 0 0 0 1 1 0 1

Table 4.1: Table containing binary numbers from Figure 4.1 spaced 1 ns in time used for RBG.

4.1.2 Truncation of bits

A point of emphasis in our study is to minimize postprocessing requirements as much
as possible, to demonstrate the e�cacy of methods based on the dynamics to gen-
erate randomness. This is in contrast to protocols which start with a chaotic signal,
but signi�cant manipulation of the data is also employed, such as additional logical
or software processing which combines outputs through logic gates or computing
high-order derivatives [43]. Our approach is to simply omit some of the Most Sig-
ni�cant Bits (MSBs) from each acquired data point (sample). The most signi�cant
bits are the bit positions in a binary number representing the higher exponents of 2.
Fig. 4.2 shows decimal 75 in its binary representation with the 2 MSBs highlighted.

0 0 0 01 1 1 1

Figure 4.2: Binary representation of number 75 with the 2 MSBs colored in blue.

The original chaotic laser intensity does not cover all values with equal prob-
ability. This can be observed from Fig. 4.3 which shows a histogram for the laser
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signal, without the omission of any MSB. The horizontal axis, named index, indi-
cates the 28 di�erent values one can create with 8 bits. The distribution resembles
a Gaussian, in which certain values are clearly more likely to occur than others.
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Figure 4.3. Probability density function for 8 bits, obtained at pump current I=19.00 mA
and feedback T=52.20 %.

To compensate for this unequal distribution in the parent distribution of points
we exclude the MSBs. This truncation of bits can also remove the residual correla-
tions present in the original dynamics. The number of bits necessary to remove can
be estimated by plotting histograms of the truncated values until a �at histogram
within allowed statistical variation is obtained. Fig 4.4 shows the distribution for 7-
to 4- bit samples from one chaotic waveform acquired under the selected optimum
conditions (pump current I=19.00 mA and feedback T=52.2%) Again, the x axis
represents the 2LSB possible values. The largest MSB is omitted in Fig. 4.4 (b),
showing the seven least signi�cant bits. Still. there is a clear peak in the histogram.
In Figure 4.4 (c) two of the most signi�cant bits are excluded. The probability
distribution becomes more uniform while its maximum starts to vanish. When only
the �ve least signi�cant bits are selected the histogram becomes �atter, as �gure 4.4
(d) indicates. Keeping the 4 LSB of the 8-bit data, the distribution looks uniform
(Figure 4.4 (e)).
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Figure 4.4. Probability density functions for (b) 7 LSBs, (c) 6 LSBs, (d) 5 LSBs and (e) 4
LSBs.

4.1.3 Study of the bias

To complete the study, we can examine the bias from the equiprobable distribution
of each signi�cant bit. The bias can be de�ned as the deviation of the probability of
obtaining a bit 1 with respect to the expected probability (0.5) for each bit position
of the binary number. To do this, we calculate the bias Bi for signi�cant bit i (i =
1 indicates the LSB while i = 8 the MSB) as:

Bi = Pi − 0.5 (4.1)

where Pi is the probability of obtaining a bit 1 for a given signi�cant bit. Smaller
values of Bi imply more randomness, so large bias of a bit indicates it might be
unsuitable for random bit generation.



36 Chapter 4.

 

B
ia
s
 (
a
r
b
. 
u
n
it
s
)

-0.2

-0.1

0

0.1

0.2

0.3

0.4

0.5

Significant bit (bit)

1 2 3 4 5 6 7 8

1 2 3 4

Figure 4.5: Bias of each signi�cant bit.

Figure 4.5 shows the calculated bias of each signi�cant bit for 20 million binary
numbers. The binary numbers are samples spaced 1 ns in time from time traces
obtained under the same conditions (pump current I = 19.00 mA and feedback T
= 52.2%). The bias increases with i, having the MSB (i=8) the largest bias value.
It is worth mentioning that the cases with i=2, i=3, i=4, i=5, i=7 signi�cant bits
have a defect of bits 1, while i=1, i=6 and i=8 have an excess of 1s. The inset of
Fig. 4.5 depicts a magni�cation of the bias for the four LSBs.

The guiding bias is 1/
√
N , where N represents the length of the binary num-

bers. In this particular case, the bias should be ≤ 2.3·10−4, meaning that larger bias
might not be appropiate to generate good-quality random bits. After perfoming this
analysis, the four MSBs are discarded from each 8-bit sample, and the four least
signi�cant bits (LSBs) are retained, as illustrated in Figure 4.6. The bits obtained
in this manner from points originally separated 1 ns in time, form the bitstream that
we evaluate for randomness using the NIST battery of statistical tests, explained in
the next section.

8 bit sample at time t 8 bit sample at time t+1ns

MSB MSBLSB LSB

0 0 00 0 0 0

00 0 0

1 1 1 1 1 1 1 1 1

1 111

Random bit sequence

......

Figure 4.6: Illustration of the method used to generate the random bitstream.
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Moreover, other aspects of the digitization conditions are also important. In
addition to sampling rate considerations and bit truncation, the vertical digitization
conditions, intrinsic to the acquisition hardware, are also critical to successful ran-
dom bit generation. Speci�cally, it is necessary to use the full 8-bit range as much as
possible, while avoiding conditions where the acquired signal exceeds the speci�ed
vertical scale. If there are too many points that go o�-scale, the oscilloscope simply
records them as the extrema values, thus producing certain strings of consecutive
ones or zeros too frequently; these �awed bitstrings typically fail some randomness
tests as discussed below. A signal too small will only span a small subset of the
possible 8-bit range and become more likely to fail as well. These competing de-
mands must be balanced as much as possible. This can be done by scaling the
input analog amplitude to match the vertical range, and compensating for vertical
asymmetry. We avoided the variable gain feature of the scope which can lead to a
skewed distribution of values due to the software processing.

4.2 NIST battery of statistical tests

The National Institute of Standards and Technologies (NIST) provides a Statistical
Test Suite for Random and Pseudorandom Number Generators for Cryptographic
Applications [41]. This Test Suite consists of 15 tests that were developed to verify
the randomness of a bit sequence generated by random or pseudorandom number
generator. In Table 4.2, the 15 NIST tests and a short description of their main
purpose of each test is provided. For an in-depth description, please see [41].

Each test is based on a calculated statistical value known as the p-value. The
p-value is the probability that a perfect random bit generator would have produced
a sequence less random than the sequence being tested, given the kind of nonran-
domness assessed by the test. Consequently, a p-value equal to 1 implies that the
sequence appears to be totally random, while a p-value equal to 0 indicates that
the sequence is completely non-random. A signi�cant level (α), typically chosen in
the range [0.001,0.01], can be de�ned for the tests. In our case we choose α=0.01,
indicating that one would expect 1 sequence in a hundred to be rejected. In our
case, the p-value of the uniformity of p-values should be larger than 0.0001 to pass
all the tests.

4.3 Results

A bitstream formed from points acquired at a pump current of 19.00 mA and feed-
back strength of T = 52.2 % is tested using the NIST tests. As explained in previous
sections, points are separated by 1 ns and truncated to the 4 LSB to ensure the ab-
sence of correlations and a uniform probability density function.
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Statistical Test Test Purpose

The Frequency
(Monobit) Test

Determine whether the number of zeros and ones are
approximately the same as would be expected for a truly
random sequence.

Frequency Test within
a Block

Determine whether the frequency of ones in an M-bit
block is approximately M/2.

The Runs Test Determine whether the number of runs (k identical bits
bounded by opposite bits) of ones and zeros of di�erent
k is as expected for a random sequence.

Test for the Longest-
Run-of-Ones in a
Block

Determine whether the length of the longest run of ones
within the tested sequence is consistent with the ex-
pected length in a random sequence.

The Binary Matrix
Rank Test

Check for linear dependence among �xed length sub-
strings of the original sequence.

The Discrete Fourier
Transform (Spectral)
Test

Detect periodic features in the tested sequence.

The Non-overlapping
Template Matching
Test

Detect generators that produce too many occurrences of
a given aperiodic pattern.

The Overlapping
Template Matching
Test

Detect generators that produce too many occurrences of
a given aperiodic pattern.

Maurer's �Universal
Statistical� Test

Detect whether the sequence can be signi�cantly com-
pressed without loss of information.

The Linear Complex-
ity Test

Determine whether the sequence is complex enough to
be considered random.

The Serial Test Determine whether the number of occurrences of the 2m

m-bit overlapping patterns is approximately the same as
expected for a random sequence.

The Approximate En-
tropy Test

Compare the frequency of overlapping blocks of 2 con-
secutive lengths (m and m+1) with the expected result
for a random sequence.

The Cumulative Sums
Test

Test whether the cumulative sum of partial sequences
occurring in the tested sequence is too large or too small
relative to the expected for random sequences.

The Random Excur-
sions Test

Determine if the number of visits to a particular state
within a cycle deviates from what expected for a random
sequence.

The Random Excur-
sions Variant Test

Detect deviations from the expected number of visits to
various states in a random walk.

Table 4.2: Description of the purposes for each NIST test. Extracted and adapted from [41].
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The results of the NIST battery are shown in Table 4.3. for 1000 samples of
1 million bits each. For tests which produce multiple p-values, the worst case is
shown. All tests pass, verifying that under these conditions our system and proce-
dure produce a statistically random bitstream. The bit rate is 4 Gbit/s, based on
four bits per data point and a 1 ns interval between points. This speed is compet-
itive with recent work in other systems. It is not a full real-time implementation,
but a demonstration of this system′s capability.

Statistical Test P-value
(min)

Result

Frequency 0.033584 Success
Block Frequency 0.851383 Success
Runs 0.090388 Success
Longest-Run-of-Ones 0.227180 Success
Rank 0.371941 Success
Discrete Fourier Transform 0.699313 Success
Non-overlapping Template 0.013102 Success
Overlapping Template 0.044797 Success
Maurer's Universal 0.419021 Success
Linear Complexity 0.701366 Success
Serial 0.180568 Success
Approximate Entropy 0.394195 Success
Cumulative Sums 0.179584 Success
Random Excursions 0.126609 Success
Random Excursions Variant 0.066528 Success.

Table 4.3. Results of Statistical Test Suite NIST SP800-22 for a set of 1000 Sequences of
1Mbit each

4.4 Role of postprocessing

So far we have relied on dynamical properties to generate random numbers. The
result has been satisfactory, generating bitstreams capable to pass the NIST battery
of tests at a rate of 4 Gbit/s. In this section we try to understand in more detail the
role played by postprocessing methods, in order to increase the generation bit rate.

4.4.1 Dependence on the number of LSB used

We �rst investigated the dependence of failed NIST tests on the number of LSBs used
as random for 1Gbit data. The data used correspond again to samples separated 1
ns and acquired under conditions selected as optimum (pump current of 19.00 mA
and feedback strength of T = 52.2 %). Figure 4.7 shows the number of failed NIST
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tests as a function of the number of LSBs, ranging from 4 to 8 which correspond
to all bits including the MSB. For 5 LSBs, �ve are the tests that don't succeed
(Frequency, Cumulative Sums, Runs, Non Overlapping Template and Approximate
Entropy) and the number of failed tests increases with the number of bits used.
This result is consistent with the analysis presented in section 4.1.2. and con�rms
that the maximum number of LSBs we can utilize as random without any extra
postprocessing method is 4 LSBs, resulting in a generation rate of 4Gbit/s.
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Figure 4.7: Dependence of the randomness on the number of LSBs used.

4.4.2 Dependence on the dynamical conditions

To gain more insight, we performed the same procedure for operating conditions
other than the optimal case in the wedge of low AC region (marked in light yellow in
Fig.3.9.) and near its periphery. For a 1Gbit sequence, we �nd that some conditions
in this wedge other than the optimal case (such as I = 17 mA and T = 52.2% or =
16 mA and T = 33.7%) fail a few NIST tests, typically the Frequency or Runs tests.
These failures might be avoided, as explained in section 4.1, adjusting properly the
amplitude of the analog signal to the vertical scale of the oscilloscope. This means
�lling the 8-bit range as much as possible but without recording points in saturation.
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Figure 4.8: AC of a signal with 4 LSB obtained at I=19.00mA and T=16.9%

We also analyzed conditions outside the main region of low AC (I = 22.00 mA
and T = 20.2% and I=19.00 mA and T=16.9%). Surprinsingly, for the latter case,
we passed all randomness tests despite the clearly existing long-range correlations.
Figure 4.8. shows the AC function of a signal obtained under conditions similar to
the case presented in Figure 3.7 (f), I = 19 mA and T = 16.9%, but only with its 4
LSBs. The truncation of 4 bits causes the total extinction of the AC peaks at integer
multiples of τ , showing a AC function equal to zero except for t=0. This example
indicates that the omission of the 4 MSBs represents a postprocessing procedure
that can compensate for some residual correlations.

4.4.3 Dependence on the acquisition conditions

In an attempt to study the full potential of the system and based on the total
extinction of the AC peaks shown in Fig. 4.8, we have followed a new approach. We
wanted to explore the capabilities of our experimental setup, �nding out which is
the maximum bit generation rate obtainable with this system, taking into account
that the omission of the 4 MSB seems enough postprocessing to reduce correlations.
Therefore, our proposal was to use all samples from the original signal separated 25
ps in time and obtained at the optimum condition (I = 19.00 mA and T = 52.20
%) for RBG and repeat the same procedure explained in the preceding sections. We
�rst truncated the bits from the initial signal to its 4 LSBs. The histogram for the
4 LSBs is shown in Figure 4.9. Again, the probability distribution seems �at and
uniform.
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Figure 4.9: Probability density function for 4 LSBs from the original signal.

We then con�rmed that there are no correlations in the signal regardless of
the short time between samples (25 ps). Figure 4.10 shows the AC function of
the original signal without the 4 MSBs. Again, the peaks at integer multiples of τ
disappear, showing that in this case, it is not necessary to create a new set of points
separated by a time larger than the decay time of the zeroth AC peak.
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Figure 4.10: AC of the original signal with 4 LSB obtained at I=19.00mA and T=16.9%

A bitstream of 1Gbit, acquired at the optimum condition I = 19.00 mA and
T = 52.20 %, underwent the NIST tests. The results, shown in Table 4.4, prove
that we suceeded in passing all the 15 NIST tests. The obtained bit rate is in this
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case 160 Gbit/s, based on four bits per data point and a 25 ps interval between
points. This example shows that the exclusion of the 4 most signi�cant bits might
be a su�cient postprocessing method for RBG and we might not need to perform
other procedures that could slow down the system when implemented in real-time.
Such a high bit rate is (160 Gbit/s), achieved from a compact system and with bit
truncation as the only postprocessing method, has not been previously reported in
the literature.

Statistical Test P-value
(min)

Result

Frequency 0.102526 Success
Block Frequency 0.005017 Success
Runs 0.975644 Success
Longest-Run-of-Ones 0.010911 Success
Rank 0.842937 Success
Discrete Fourier Transform 0.792508 Success
Non-overlapping Template 0.000775 Success
Overlapping Template 0.439122 Success
Maurer's Universal 0.968863 Success
Linear Complexity 0.390721 Success
Serial 0.461612 Success
Approximate Entropy 0.500279 Success
Cumulative Sums 0.162606 Success
Random Excursions 0.155328 Success
Random Excursions Variant 0.130111 Success.

Table 4.4. Results of Statistical Test Suite NIST SP800-22 for a Set of 1000 Sequences of
1Mbit each

We can conclude that, to generate random bits, dynamical properties, acqui-
sition conditions and postprocessing all play important roles and a delicate balance
between them is crucial for the success. We have presented a simple, robust, and
versatile semiconductor laser system and proved that its chaotic dynamics can be
used for random bit generation. We have also shown how to use its dynamics for
guidance to identify optimal operating regimes and digitization conditions for ran-
dom bit generation. Using these methods and minimal postprocessing, we extract a
statistically random bitstream at a rate of 4 Gbit/s and up to 160 Gbit/s.
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5
Summary and Outlook

In this MS Thesis we have conducted an experimental study of the dynamical prop-
erties of a semiconductor laser subjected to delayed optical feedback, speci�cally
polarization rotated optical feedback (PROF). Tailoring such dynamical properties
has been fundamental to use our experiment for a current application of growing
interest: the generation of random bits.

Our experiment, carried out in the Nonlinear Photonics Laboratory of IFISC,
began with a thorough characterization of the solitary edge-emiting laser. The said
semiconductor laser was used in a delayed optical feedback setup, where a Faraday
Mirror rotated the polarization state of the light by 90◦ originating PROF. We dis-
cussed the main properties of the dynamical characteristics of a semiconductor laser
subjected to PROF, presenting a new systematic study that allowed us to identify
the optimum operating conditions for the generation of random bits. We also ob-
served that successful random bit generation is very sensitive to digitization and
postprocessing procedures. Applying the identi�ed criteria, we achieved high ran-
dom bit generation rates. Futhermore, we demonstrated that with proper balance
between the dynamics, acquisition conditions and postprocessing methods, the gen-
eration bit rate can be improved from 4 Gbit/s to 160 Gbit/s. However, we would
like to stress, that this work goes beyond the mere reporting of a certain high bit
rate and aims for three major advances:

1. Implementing a simple, robust and low-cost system, completely made of stan-
dard telecom components.

2. Making steps towards an understanding of the existing requirements for the
underlying dynamics, and therefore which dynamical properties are more fa-
vorable for random bit sequence generation.

3. How the detection and digitization procedures interfere and limit the obtain-
able bit rates, even when using only the most basic postprocessing.

We think that after the �rst successful reports, underlining the potential of

45
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chaotic optical systems for high bit rate random number generators, it is essen-
tial to gain a deeper understanding of the involved processes. This is where this
work contributes signi�cantly and the aim is to use the capability of these systems
optimally.

Future work will concentrate, on the one hand, on the optimization of the
number of bits used without increasing the postprocessing steps. For this aim, new
postprocessing techniques, like bit order reversion of the signal, might be a good
strategy. Reducing the time step between samples can also improve the �nal bit
rate. But in this regard, the technological evolution plays a role, since the generation
bit rates depend directly on the sampling capability of the future oscilloscopes.

On the other hand, a rate equations model able to reproduce the di�erent
dynamical ranges present in a laser system subjected to PROF is still missing.
The derivation of a new model, which considers not only the TE to TM mode
injection but also the case where TM is injected to TE mode, could lead through
numerical simulations to a better understanding of PROF systems. The in�uence
of delay on PROF systems is still poorly understood. Issues such as the interaction
of the fed back light with the optical �eld or the polarization modes involved in
the emission, are under active investigation. Therefore, PROF dynamics has turned
into an interesting example of intriguing delay dynamics.

Moreover, there are still some open questions related to laser-based random
bit generators. Although a �rst approach has been reported recently [44], it is still
unclear how the entropy of bits depends on the inherent noise and the dynami-
cal properties of the laser. Furthermore, and for secure communication purposes,
a theoretical method, where two RBGs based on mutually coupled chaotic lasers
are synchronized, was proposed in 2010 [45]. A �rst experimental implementation
was reported recently by Yoshimura et. al [46] with generation rates of 2Mbit/s.
Whether secure synchronization of two RBGs at faster synchronization times is ex-
perimentally possible remains an exciting challenge for the future.
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