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DEVICE FOR DETECTING FRAUD IN METERS AND RELATED METHOD

DESCRIPTION

OBJECT OF THE INVENTION

The present invention relates to a device for detecting fraud in meters, the kind
of fraud that takes place by the use of an external magnet attached over the
meter’'s gauge. This invention relates to gauge meters which possess mobile
parts whose motion can be stopped by the application of a magnetic field. The
invention is especially relevant for fluid or energy meters, but it is not restricted
to these kinds of meters. The invention can generally be applied to any meter
possessing mobile parts whose motion can be stopped by the application of a
magnetic field.

A first object of the invention is a device for detecting fraud in meters (i.e. fluid
or energy meters) in the form of a magnetic strip with an encoded pattern.

A second object of the invention is a method for detecting fraud in meters that

allows meter readers check possible manipulation over the meter.

BACKGROUND OF THE INVENTION

A frequent fraud that fluid or energy meter readers find when checking a fluid or
energy meter, particularly gas, water and electricity meters, is that the measure
can be disrupted due to the application of a strong magnet, with a magnetic flux
density sufficient to stop the motion of mobile parts and consequently stopping
the metering function of the meter, freezing the current value measured even if
water, gas or energy is being consumed. For the sake of information and not
the sake of limitation of the invention, it is known that a magnetic flux density
higher than approximately 0.2 Tesla, when applied over the gauge is sufficient
to stop meters available in the market and installed in residences. This kind of
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manipulation doesn’t leave any mark and the human meter readers don’t have
an accurate idea of the time it has been manipulated or if it has been really
manipulated, so they can only rely in estimations of the gas consumption.

Most of the solutions found to avoid that problem are based in mechanical
approaches. Some documents related to this kind of detection are
US6666083B2 and EP1564533B1.

US6098456 discloses an anti-fraud liquid meters having a drive and driven
magnets with double polarity faces, that establishes a magnetic equilibrium with
an external magnet which blocks the meter. This is a viable solution for new
installations, which are no longer vulnerable to the effect of external magnets,
but there's still a big settled base of old models, which turns too expensive to do
a total substitution for new ones, or even an intrusive modification of the actual
meters. These systems use magnets inside the meter to overcome the effect of

a magnetic intrusion.

EP1921426A1 discloses a tamper-proof counter for a flow meter that has a
counting device operated by a measuring device, which is displaceable by a
flow medium e.g. gas, in flow. A sensor e.g. reflection photo sensor, is provided
for detecting external force impact on the counting device, where deflection of a
protective housing is automatically detectable by the sensor. However, this
counting device is efficient only if an impact has been directed to the counting
device.

The device and method for detecting fraud in fluid or energy or general
application meters of the present invention solve the above cited drawbacks
providing a non-intrusive device and method to check possible fraud in meters
and any other devices that can be manipulated with the use of external

magnets.
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DESCRIPTION OF THE INVENTION

The present invention relates to a device for detecting fraud in meters that
provides a cheap and non-intrusive qualitative tool to detect this fraud that takes
place by enclosing a strong magnet on a gauge of the meter, causing a stop in
the mobile parts of the measurement device and consequently a stop in the
count of the service or goods being provided. Goods being provided may
include fluids like water and gas measured by meters. Services being provided
may include electricity measured by energy meters. This invention relates to
gauge meters which possess mobile parts whose motion can be stopped by the
application of a magnetic field. The invention is especially relevant for fluid or
energy meters, but it is not restricted to these kinds of meters. The invention
can generally be applied to any meter possessing mobile parts whose motion
can be stopped by the application of a magnetic field, so that then

measurement is stopped.

The device for detecting fraud in meters comprises at least one magnetic strip
and means to couple the at least one magnetic strip to the meter. The magnetic
strip can have any format, including circular, triangular, rectangular elliptical and
other possible formats. The means to couple the magnetic strip to the meter
include gluing, screwing, riveting or other forms of coupling or attaching the
magnetic strip. The means to couple the at least one magnetic strip to the meter
could also comprise a label coupled to the meter in such a way that the
magnetic strip is applied on a label that is then attached to the body or the
gauge of the meter. This label can be done in any format or shape and the label
has the function to act as part of the means to couple the magnetic strip to the
meter. The working principle of the invention is that the magnetic strip has its
intrinsic pattern altered by the application of a magnetic field. As the fraud is
perpetrated by applying magnetic fields using magnets, this is detected as a

visible modification with respect to the original pattern in the magnetic field.

The at least one magnetic strip is coded with a magnetic pattern, wherein the
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magnetic pattern of the at least one magnetic strip is destroyable by the
application of an external magnetic field on the label.

Optionally, the device also comprises a magnetic viewing film being capable of
reacting to the external magnetic field applied on the label and being capable of
displaying the magnetic pattern of the at least one magnetic strip. This magnetic
viewing film provides a device for detecting fraud in meters that discerns if the
magnetic pattern coded in the at least one magnetic strip has been destroyed
by the use of an external magnetic field applied on the label.

The size of the label of the device can be optimized for each type of meter that
can be affected by an external magnetic field.

The less the distance of the label to the gauge is, the same magnetic field is
applied on the label than the magnetic field applied on the gauge.

The present invention also relates to a method for detecting fraud in meters
comprising the following stages:
e a stage of attaching at least one magnetic strip coded with a magnetic
pattern to the meter,
e a stage of inspecting the magnetic strip to verify if the magnetic pattern
has been changed.

Optionally, the stage of attaching the at least one magnetic strip coded with the
a magnetic pattern to the meter comprises attaching the at least one magnetic
strip to a label before attaching of the label and the at least one magnetic strip

to the meter.

Optionally, the method also comprises a stage of coding the at least one
magnetic strip with the magnetic pattern previous to the stage of attaching the
at least one magnetic strip coded with the magnetic pattern to the label or to the

meter.
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Optionally, the method also comprises a stage of checking a magnetic viewing
film, wherein the magnetic viewing film is capable of reacting to the external
magnetic field applied on the at least one magnetic strip and being capable of
displaying the magnetic pattern of the at least one magnetic strip, thus
discerning if the magnetic pattern coded in the at least one magnetic strip has
been at least partially damaged or destroyed by the use of the external
magnetic field applied on the at least one magnetic strip.

The result of the method of detecting fraud is positive, indicating that fraud was
attempted, if the magnetic pattern has changed. If the magnetic pattern remains
unchanged, the result of the method to detect fraud is negative, indicating that
no magnetic field was applied to perform fraud.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 shows a perspective view of the device for detecting fraud in meters of

the present invention according to the third preferred embodiment.

Figure 2 shows a section view AA of the Figure 1.

Figure 3 shows a perspective view of a meter, emphasizing the position of the
device shown in Figure1 or Figure 2.

Figures 4 and 5 show two different schematic views of a stage of checking a
magnetic viewing film of the method for detecting fraud in meters of the present

invention, using an external magnetic viewing film tool.

PREFERRED EMBODIMENT OF THE INVENTION

In a preferred embodiment of the invention, the device for detecting fraud in
meters comprises a label (1) preferably comprised of substrate paper being
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coupled to a gauge (7) which does the count of the consumption of the meter

(6).

The device further comprises a magnetic strip (2) previously coded with a
magnetic pattern, wherein the magnetic strip (2) is preferably stuck to or
compressed over the label (1) and wherein the magnetic pattern of the
magnetic strip (2) is destroyable by the application of an external magnetic field
on the label (1).

The magnetic strip (2) presents a moderate to high coercivity according to the
current magnetic band standards, i.e. higher than around 2700 Oersted, to
ensure the stability of the coded magnetic pattern and according to the
magnetic sensitivity of the gauge (7). At the same time the magnetic strip (2) is
weak enough to be destroyed with the proximity of an external magnetic field,
used to perpetrate the fraud. It is known that usually a magnetic flux density
higher than approximately 0.2T that blocks the metering operation by disrupting
the proper measure of the gauge (7), this value is provided as an information of
the current practice used to commit frauds, and not as a limitation of the

invention.

The device further comprises fixing means (3) for permanently joining the label
(1), and in consequence the magnetic strip (2), to the meter (3). Preferably, the
fixing means (2) are a glued film. This glued film is heavily attached to the meter
(6), so not even corners are easily detached. In case the label (1) is scratched,
the glued film leaves some rests in the surface of the meter (6) to advise the

inspectors or human readers that an aggressive action has took place.
The device further comprises a protective layer (4) disposed over the label (1)
which covers entirely the device and protects it from atmospheric conditions

(humidity, UV radiation, etc).

The device further comprises a magnetic viewing film (5) being capable of
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reacting to the external magnetic field applied on the label (1) and being
capable of displaying the magnetic pattern of the magnetic strip (2) for
discerning if the magnetic pattern coded in the magnetic strip (2) has been
destroyed by the use of an external magnetic field applied on the label (1).

Preferably, the magnetic viewing film (5) comprises particles contained inside it
suspended in a fluid carrier, which allows said particles to respond to the
external magnetic field and be orientated over it, so the magnetic pattern is
visually displayed. Most preferably, the magnetic viewing film (5) is

encapsulated between two transparent layers (not shown).

In a first preferred embodiment, the magnetic viewing fim (5) is a
microencapsulated flexible viewing film comprising two thin transparent layers
with magnetic micro-particles (mainly nickel or a nickel alloy) captured in
between. The particles have enough space to move and reposition when a
magnetic field is applied. These films can be easily manipulated. The magnetic
viewing film (5) so constituted comprises a transparent capsule (not shown) to

protect it (5).

In a second preferred embodiment, the magnetic viewing film (5) is a
magnetorheological fluid (MRF). The production of this MRF consists essentially
in a dispersion of magnetic micro-particles (preferably of iron, nickel or cobalt,
and their alloys with a size smaller than 10 um) on a fluid carrier (preferably a
silicone oil or a mineral oil), optionally mixed with some additive in order to
stabilize these particles and prevent precipitation. The magnetorheological fluid
is then encapsulated between two transparent layers of preferably a tough
material, as can be polyurethane, polystyrene, PET, PEN, etc. The magnetic
viewing film (5) so constituted comprises a non-dark coloured capsule in such a
manner that the particles of the viewing film (5) can be easily viewed with higher

contrast.

This magnetic viewing film (5) is especially necessary in cases when the
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magnetic strip (2) is usually dark coloured, black or dark-brown (though it can
be encapsulated using layers with other colours), and the magnetic pattern
coded in the magnetic strip (2) is invisible to the human eye.

In a third preferred embodiment, the magnetic viewing film (5) is attached to the
label (1) in such a way that the magnetic pattern is permanently displayed on
the meter, being visible to the customer, such that this magnetic viewing film (5)
can discourage him from manipulating the meter (6).

In a fourth preferred embodiment, the magnetic viewing film (5) is separately
disposed from the label (1), preferably being placed in a tool (10) for detecting
the destruction of the magnetic pattern of the magnetic strip (2) by the
application of the external magnetic field on the label (1). So, the customer

ignores the presence of the magnetic pattern.

As shown in Figures 4 and 5, a visible pattern (11) of the label (1) is displayed
by the tool (10) comprising the magnetic viewing film (5) due to the properly
reorganization of the micro-particles inside the fluid with the magnetic field of
the stripe. If the meter (6) is manipulated with the use of a magnetic field, the
organized magnetic domains of the magnetic strip (2) are destroyed and no
visible pattern would be displayed, so the particles will remain randomly
oriented or aggregated according to the effect of the magnetic field of the

external magnet over them.

The method for detecting fraud in fluid meters comprises the following stages:
e a stage of attaching at least one magnetic strip (2) previously coded with
a magnetic pattern to the meter (6),
e a stage of inspecting the magnetic strip (2) to verify if the magnetic

pattern has been changed.

Preferably, the stage of attaching the at least one magnetic strip (2) coded with
the a magnetic pattern to the meter (6) comprises attaching the at least one
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magnetic strip (2) to a label (1) before attaching the label (1) and the at least
one magnetic strip (2) to the meter (6), preferably to a gauge (7) of the meter

(6).

The method for detecting fraud in meters further comprises:

e a stage of checking a magnetic viewing film (5), wherein the magnetic
viewing film (5) is capable of reacting to the external magnetic field
applied on the label (1) and being capable of displaying the magnetic
pattern of the magnetic strip (2), discerning if the magnetic pattern coded
in the magnetic strip (2) has been destroyed by the use of the external
magnetic field applied on the label (1).

Optionally, the method also comprises a stage of coding the at least one
magnetic strip (2) with the magnetic pattern previous to the stage of attaching
the at least one magnetic strip (2) previously coded with the magnetic pattern to

the label (1) or directly to the meter (6).

Optionally, the method also comprises a stage of checking a magnetic viewing
film, wherein the magnetic viewing film is capable of reacting to the external
magnetic field applied on the label and being capable of displaying the magnetic
pattern of the at least one magnetic strip, thus discerning if the magnetic pattern
coded in the at least one magnetic strip has been at least partially damaged or
destroyed by the use of the external magnetic field applied on the label.

Preferably this stage of checking a magnetic viewing film (5) can be made by

means of an external tool or can be shown in the meter (6).
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CLAIMS

1. Device for detecting fraud in meters, the fraud that takes place by
applying an external magnetic field on the meter (6) characterised in that the
device comprises:

e at least one magnetic strip (2), and

e means (1) to couple the at least one magnetic strip to the meter (6).

2. Device for detecting fraud in meters, according to claim 1, characterised
in that the at least one magnetic strip (2) is coded with a magnetic pattern,
wherein the magnetic pattern of the at least one magnetic strip (2) is
destroyable by the application of the external magnetic field.

3. Device for detecting fraud in meters, according to any of previous claims,
characterised in that the means to couple the at least one magnetic strip to the

meter (6) comprise a label (1) coupled to the meter (6).

4. Device for detecting fraud in meters according to claim 3 characterised in
that it also comprises fixing means (3) for permanently joining the label (1), and
in consequence the at least one magnetic strip (2) to the meter (3).

5. Device for detecting fraud in meters according to claim 4 characterised in

that the fixing means (3) are a glued film.

6. Device for detecting fraud in meters according to any of previous claims
3 to 5 characterised in that it also comprises a protective layer (4) disposed over

the label (1) which covers entirely the device.

7. Device for detecting fraud in meters according to claim 6 characterised in
that it also comprises a magnetic viewing film (5) being capable of reacting to
the external magnetic field applied on the label (1) and being capable of
displaying the magnetic pattern of the at least one magnetic strip (2).
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8. Device for detecting fraud in meters according to claim 7 characterised in
that the magnetic viewing film (5) comprises particles contained inside it
suspended in a fluid carrier, which allows said particles to respond to the
external magnetic field and be orientated over it, so the magnetic pattern is

visually displayed.

9. Device for detecting fraud in meters according to claim 8 characterised in
that the magnetic viewing film (5) is encapsulated between two transparent

layers.

10.  Device for detecting fraud in meters according to claim 9 characterised in
that the magnetic viewing film (5) is a microencapsulated flexible viewing film
comprising two thin transparent layers with magnetic micro-particles captured in
between and a transparent capsule to protect it (5).

11.  Device for detecting fraud in meters according to claim 9 characterised in
that the magnetic viewing film (5) is a magnetorheological fluid (MRF) consisting

in a dispersion of magnetic micro-particles on a fluid carrier.

12.  Device for detecting fraud in meters according to claim 7 characterised in
that the magnetic viewing film (5) is attached to the label (1) in such a way that
the magnetic pattern is permanently displayed on the meter.

13.  Device for detecting fraud in meters according to claim 7 characterised in

that the magnetic viewing film (5) is separately disposed from the label (1).

14.  Device for detecting fraud in meters according to claim 13 characterised
in that the magnetic viewing film (5) is placed in a tool (10) for detecting the
destruction of the magnetic pattern of the at least one magnetic strip (2) by the
application of the external magnetic field on the label (1).
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15.  Device for detecting fraud in meters according to claim 14 characterised
in that the tool (10) displays a visible pattern (11) of the label (1).

16. Device for detecting fraud in meters according to any of the previous
claims characterised in that the at least one magnetic strip (2) presents a
coercivity higher than around 2700 Oersted with a magnetic flux density higher
than 0.2T.

17.  Meter comprising the device according to any of the previous claims.

18. Method for detecting fraud in meters characterised in that it comprises
the following stages:
e a stage of attaching at least one magnetic strip (2) coded with a magnetic
pattern to the meter (6),
e a stage of inspecting the magnetic strip (2) to verify if the magnetic

pattern has been changed.

19. Method for detecting fraud in meters, according to claim 18,
characterised in that:

e the stage of attaching the at least one magnetic strip (2) coded with the a
magnetic pattern to the meter (6) comprises attaching the at least one
magnetic strip (2) to a label (1) before attaching the label (1) and the at
least one magnetic strip (2) to the meter (6).

20. Method for detecting fraud in meters according to any of claims 18 or 19
characterised in that it also comprises:
e a stage of coding at least one magnetic strip (2) with a magnetic pattern
previous to the stage of attaching the at least one magnetic strip (2)
coded with the magnetic pattern to the meter (6) or to the label (1).

21.  Method for detecting fraud in meters according to any of claims 18 to 20

characterised in that it also comprises:
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e a stage of checking a magnetic viewing film (5), wherein the magnetic
viewing film (5) is capable of reacting to the external magnetic field
applied on the at least one magnetic strip (2) and being capable of
displaying the magnetic pattern of the at least one magnetic strip (2),
discerning if the magnetic pattern coded in the at least one magnetic strip
(2) has been at least partially damaged or destroyed by the use of the
external magnetic field applied on the at least one magnetic strip (2).

22. Method for detecting fraud in meters according to claim 21 characterised
in that the stage of checking the magnetic viewing film (5) is carried out by

means of an external tool.

23. Method for detecting fraud in meters according to claim 21 characterised
in that the stage of checking the magnetic viewing film (5) is shown in the meter

(6).
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